Privacy in VoIP Networks:
A k-Anonymity Approach

Mudhakar Srivatsa®, Arun lyengar® and Ling Liu ¥
IBM T.J. Watson Research Center
College of Computing, Georgia Institute of Technolbgy
{msrivats, aruni }@s.ibmcom lingliu@sc.gatech.edu

Abstract— Peer-to-Peer VoIP (voice over IP) networks, exem-
plified by Skype [4], are becoming increasingly popular due
to their significant cost advantage and richer call forwarding
features than traditional public switched telephone networks. Or
of the most important features of a VolP network is privacy (for E {
VoIP clients). Unfortunately, most peer-to-peer VOIP networls  clienta &hid-t+8nd ERGREHIoR
neither provide personalization nor guarantee a quantifiable pri- . S .
vacy level. In this paper we propose novel flow analysis attacks end-to-end Encryption 't o ncryption
that demonstrate the vulnerabilities of peer-to-peer VoIP net- ) .
works to privacy attacks. We present detailed experimental evia Fig. 1.~ Anonymizing VoIP Network
uation that demonstrates these attacks quantifying performane Flow 1 x pkis per sec x pkis per sec  Flow 1: x pkis per seg pkis per se

and scalability degradation. Flow 2 Flow 2
I. INTRODUCTION Flow ? Flow 1
The concept of a mix [8] was introduced by Chaum ifflow 2: x pkts per sec  x pkts per sec Flow 2: y pkts per sec x pkts per se
1981. Since then several authors have used mix as a network VolIP Flows Unequal Flows: |x-y| > threshold
routing element to construct anonymizing networks such as Fig. 2. Mixing Statistically Identical VoIP Flows

Onion Routing [13], Tor [9], Tarzan [12], or Freedom [6]. Mix
network provides good anonymity for high latency communi- In such VoIP networks, preserving the anonymity of caller-
cations by routing network traffic through a number of nodd§ceiver pairs becomes a challenging problem. In this paper
with random de|ayand random routes However, emerging focus on attacks that attempt to infer the receiver for argiVe
applications such as VoIP, SSH, online gaming, etc have ad4p!P call using traffic analysis on the media delivery phase.
tional quality of service (QoS) requirements; for instatite e make two important contributions. First, we show that
(International Telecommunication Union) recommends up #$ing the shortest route (as against a random route) fangput
250ms one-way latency for interactive voice communicationvoice flows makes the anonymizing network vulnerabléidew
This paper examines anonymity for QoS sensitive appfRnalysis attacksSecond, we develop practical techniques to
cations on mix networks using peer-to-peer VoIP service ashieve quantifiable and customizatileanonymity on VolP
a sample application. A peer-to-peer VoIP network typica"networks. Our proposal exploits the fact that audio codecs
consists of a core proxy network and a set of clients thé§uch as G.723A without silence suppresgjogeneratesta-
connect to the edge of this proxy network (see Fig 1). Thetgtically identical packet streams that can be mixed without
networks allow a client to dynamically connect to any proxigaking much information to an external observer (see Fig 2)
in the network and to place voice calls to other clients on The following portions of this paper are organized as fol-
the network. VoIP uses the two main protocols: Route Setlfyvs. We present a reference model for a VolP network fol-
protocol for call setup and termination, and Real-time §ranlowed by flow analysis attacks in Section II. We present eglat
port Protocol (RTP) for media delivery. In order to satisfyvork in Section Il and finally conclude in Section IV.
QoS requirements, a common solution used in peer-to-peer T

\VoIP networks is to use a route setup protocol that sets up hi , q ibe fi vsi K
the shortest routeon the VoIP network from a callesrc to In this section, we describe flow analysis attacks on VolP

a receiverdst?. RTP is used to carry voice traffic betWeerpetworks. These attacks exploit the shortest path nature of

the caller and the receiver along an established bi-dowrati the voice flows to |Qent|fy pairs of Ca“efs and receivers on
voice circuit. the VolIP network. Similar to other security models for VolP

networks, we assume that the physical network infrastractu

Recent case study [22] indicates that latencies up to 250ensrgrerceiv-  is owned by an untrusted third party (say, tier one/two netwo
able to human users; while latencies over 400ms significatgribrate the
qu?hty of voice conversations o 3G.723A without silence suppression deterministically gates one IP
Enterprise VoIP networks that use SIP or H.323 signalinggual may  packet every 20ms. With silence suppression voice flows mapbédentical,
not use the shortest route thereby making them trivially vulnerable to traditionalffimanalysis attacks

. FLow ANALYSIS ATTACKS
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Fig. 3. Inferring Number of Flows from Flow
Volume

Fig. 4. Call Volume Data Fig. 5. Call Hold Time Data
service provider). Hence, the VoIP service must route voice
flows on the untrusted network in a way that preserves the
identities of callers and receivers from the untrusted ondtw
We assume that the untrusted network service providdf (
versary is aware of the VoIP network topology [23][9] and

the flow rates orall links in the VoIP network [16][6] (see Fig. 6. Tracing \oice Calls Fig. 7. Shortest Path Tracing
Fig 3). We experimentally show that the attack can be very TRACE(GraphG=(V, E), Caller src)
effective even when only 45-65% of the links are monitored 8 for ??&h_v%r,t?:g’eﬁv]v ~false
by the adversary. (3)  end for S N

We represent the VoIP network topology as a weighted (4) f[src] = 1; label[src] = true
graphG=(V, E), whereV is the set of nodes anfl C V' xV % whille bpi;:[k]a I?k;ellzde vertex
is the set of undirected edges. The weight of an edgép, q) abet|v] =
(denoted byw(p, ¢)) is the latency between the nodesand g; for e?c(r}?&ds%;such tha(u, v) € £
q. We assume that the adversary can observe the network and 9) F[u] = 1; label[u] = t rue
thus knowsnf(p — ¢) the number of voice flows between (10) end if
two nodesp andq on the VoIP network such thap, q) € E. (11) end for

To illustrate the effectiveness of our flow analysis attacks (12)  end while
we use a synthetic network topology with 1024 nodes. The
topology is constructed using the GT-ITM topology gener- Fig. 8. Naive Tracing Algorithm

ator [30][1] and our experiments were performed on NS+ analysis attacks.
[2][3]. GT-ITM models network geography (stub domains and
autonomous systems) and the small world phenomenon (powerNaive Tracing Algorithm
law graph with parametey=2.1) [11][19]. The topology gen-  Let src be the caller. We use a Boolean varialfle) < {0,
erator assigns node-to-node round trip times varying frdm 1} to denote whether the nogeis reachable fromsrc using
— 150ms with a mean of 74ms and is within 20% error margihe measured flows on the VoIP network. One can determine
from real world latency measurements [14]. The averageerout(p) for all nodesp in O(|E|) time as follows. The base case
(shortest path) latency between any two nodes in the netw@tkthe recursion isf(src) = 1. For any node;, we setf(q)
is 170ms, while the worst case route latency is 225ms.  to one if there exists a nodesuch that(p,q) € E A f(p) =

We generate voice traffic based on call volume and cala nf(p — ¢) > 0.
hold time distribution obtained from a large enterprisehwit Let us consider a sample topology shown in Figure 6. For
973 subscribers (averaged over a monthyee Figures 4 and the sake of simplicity assume that each edge has unit latency
5. The call volume is specified in Erlangs [15]: if the meahe label on the edges in Figure 6 indicates the number of
arrival rate of new calls is\ per unit time and the mean callvoice flows. A trace starting from caller will result in f(p;)
holding time (duration of voice session)/isthen the traffic in = f(p,) = f(p3) = f(ps) = f(ps) = 1. Filtering out the VoIP
ErlangsA = Ah; for example, if total phone use in a given are@roxy nodess) and the callery;), the clientsp,, p; andp,
per hour is 180 minutes, this represents 180/60 = 3 Erlangs. ¥éuld be potential destinations for a call emerging from
use G.729A audio codec for generating audio traffic. Tre,(  However, the tracing algorithm does not consider the short-
dst) pair information for each call was not made availablesst path nature of voice routes. Considering the shortebt pa
hence, we assume that for a given VoIP call, tkec(dst) nature of voice paths leads us to conclude thatis not a
pair is chosen randomly from the VoIP network. As we notgossible receiver for a call from;. If indeed p, were the
in Section II-E, any prior information (such as, 80% of theeceiver then the voice flow would have taken the shortererout
calls are between nodes in the same autonomous system)gan: p, (latency = 1), rather than the longer rogte— ps —
be used by the adversary to further enhance the efficacygf(latency = 2) as indicated by the flow information. Hence,

) we now have only two possible receivers, namglyandp,.
4The network service provider can obtain VoIP topology ane flofor-

mation using traffic analysis
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for each vertexv € V
dist[v] = oo; label[v] = f al se; prev[v] =
nul |
end for
dist[src] = 0; label[src] = true
while pick a labeled vertexo with minimum
dist[v]
label[v] = fal se
for each nodew such that(u,v) € E
if (distlu] < dist[v] + w(u,v))
dist[u] = dist[v] + w(u,v)
prev[u] = {v}; label[u] = true
end if
if (dist[u] = dist[v] + w(u,v))
prev[u] = previu] U {v}
end if
end for
end while
G'=(W,EY V=V, E'=(u—v)Vu e
prevv], Vv € V

Fig. 9. Shortest Path Tracing Algorithm

B. Shortest Path Tracing Algorithm

In this section, we describe techniques to generate a diecif it is routed along one of the top-shortest paths fromrc
sub-graphG* = (V1, E') from G which encodesghe shortest to v. One can formally show that all voice paths that respect
path nature of the voice paths. Given a grapland a caller the topx shortest path property are includeddff. However,
src, we construct a sub-grap! that contains only those unlike G', the graphG* (for ~ > 2) may contain directed
voice paths that respect the shortest path property. Figureycles.

uses a breadth first search 6hto computeG! in O(|E|)

time.

In a deterministic network setting, the receivwést is guar-
anteed to be marked witfi[dst] = 1, that is,recall = 1 for
both the naive tracking algorithm and the shortest pathirtgac
algorithm. Hence, Figure 10 compares only the precision of
these two algorithms. We observe that for low call volumes (
64 Erlangs) the shortest path tracing algorithm is abou® 5-1
times more precise than the naive tracking algorithm.

C. Statistical Shortest Path Tracing

In a realistic setting with uncertainties in network latiesc
the shortest path tracing algorithm may not identify the re-
ceiver. We handle such uncertainties in network link laiesc
by using a topx shortest path algorithm to construgt’ from
G. An edgee is in G* if and only if it appears in some togp-
shortest path originating fromarc in graph G. We modified
Algorithm 9 to constructG* by simply maintaining tops
distance measurementsst! [v], dist?[v], - - -, dist"[v] instead
of only the shortest (top) distance measurement; and the pre-
vious hopsprevt[v], prev?[v], -- -, prev®[v] that correspond
to each of these top-shortest paths. We add an edaev) to
E* if u=prevt[v] for somel < i < k. We say that the voice
traffic from src to v satisfies the top: shortest path property

Evidently, asx increases, the tracing algorithm can accom-
modate higher uncertainty in network latencies, thereby im

One can formally show that the directed gra@h satisfies provingrecall. On the other hand, asincreases, thprecision

the following properties: (i) If the voice traffic fromarc were

initially increases and then decreases. The initial irszeia

to traverse an edge ¢ E', then it violates the shortest pathattributed to the fact wher is small the tracing algorithm may
property. (ii) All voice paths that respect the shortesthpaeven fail to identify the actual receiver as a candidateivece

property are included irG!. (iii) The graphG' is acyclic.

fldst] may be O resulting in zero precision. However, for

Figure 7 illustrates the result of applying the algorithm itarge values of<, the number of candidate receivers become
Figure 9 on the sample topology in Figure 6. Indeed if one usesry large, thereby decreasing theecisionmetric. Figure 11

the trace algorithm (Figure 8) on graph, we getf(p2) = 0,

shows the precision, recall anfi-measure of the statistical

f(ps) = f(ps) = 1. Figure 10 compares the effectiveness of trghortest path tracing algorithm with 128 Erlang call volume
shortest path tracing algorithm with the tracing algoritbma and varyingx. This experiment leads us to conclude that

1024 node VoIP network. On the x-axis we plot the call traffi2 yields a concise and yet precise list of potential recsiver
measured in Erlang. We quantify the efficacy of an attackgusiobserve thak = 2 improves precision and recall by 97% and

standard metrics from inference algorithnpsecision recall

37.5% (respectively) over = 1.

and F-measure We useS to denote the set of nodes such Figure 12 compares thE-measure for the statistical short-
that for everyp € S, f[p] = 1. Recalldenotes the probability est path tracing algorithm«(= 2) and the shortest path tracing
of identifying the true receivetlst (dst € S7?) andprecision algorithm ¢ = 1) and varying call volume. We observe that
is inversely related to the size of candidate receiver set for low call volumes the shortest path tracing algorithm is
l—él). F-measure (computed as harmonic mean of recall asdfficiently accurate. However, for moderate call voluntes t
precision scores) is a commonly used as a single metric &atistical shortest path tracing algorithm can improvackt

measuring the effectiveness of inference algorithms [24].

recall = Pr(f[dst] =1)
» 7 ifdstes
precision = :
0  otherwise
F-measure = 2 x recall * precision

recall 4 precision

efficacy by 1.5-2.5 times.

D. Flow Analysis Algorithm

We have so far used a Boolean variabiép) to denote
whether a VoIP clienp can be a potential receiver for a VolP
call from sre. In this section, we use the flow measurements
to construct a probability distribution over the set of pbles
receivers. LetG" be a sub-graph aff obtained using the top-



1 + +

" recal —— 1 *
‘precision’ —*—
'f-measure’ —5—

0.1 0.1

°
e

0.01 0.01

Attack Efficacy

Precision
F-measure

o
o
=

0.001 0.001

'naive-trace’ —+— ’shortest-path-trace’ —+—
'shortest-path-trace’ —<— 0.001 L . 'statistical-shortest-path’ —<—
0.0001 : ; ! n . . . 1 > 4 0.0001 . . ; ! h i | ]
1 2 4 8 16 32 64 128 256 512 1 2 4 8 16 32 64 128 256 512
Parameter k
Call Traffic (erlangs) Call Volume (Erlang)

11. Statistical Shortest Path Tracing: 128

ng Call Volume Fig. 12. F-measure withs = 2

Fig. 10. Shortest Path Tracing Vs Naive TraciEﬁé

shortest path tracing algorithm with callerc. Letnf(p — q) !
denote the number of flows on the edge— ¢. Let in(p) 0s |
denote the total number of flows into nogeNote that both
nf(p — q) andin(p) are observable by an external adversary.
Assuming a nodep in the VoIP network performs perfect
mixing, the probability that some incoming flow is forwarded ,
on the edger — ¢ as observed by an external adversary is o2y
"éflp:)q). Let f(p) denote the probability that a VoIP flow ol e T
originating atsrc flows through nodep. The function f is L veime gy
recursively defined on the directed edgesGifie(V", E*) as
follows:

Top-m Probability
o
&

Fig. 13. Topm Probability withx = 2 and Distance prior

fq) = Z F(p) = M (1) encode the fact that most calls are between nodes in the same
g B in(p) autonomous system. Using the hop count prior, the prolyabili

. _ ) _ that a nodep forwards an incoming flow on the edge —
with the base casg(src) = 1 andin(src) = 1. Now, every qis M@=9 » Pr(hop > he(sre, p) + 1| hop > he(sre,

VoIP clientp (p # src) is a possible destination for the VoIP in(p)
flow originating fromsrc if f(p) > 0. Consistent with other p)), wherehc(src, p) denotes the number of hops along the

work in this research area, we use the tagrobability met- shortest path betweesrc and p on graphG*. Pr(hop =

_ Pr(hop>hc(sre,p)+1)
ric, namely, the probability that the receivést appears in the (576 ) + 1 | hop = he(sre, p)) =

+ . Pr(hop>hc(sre,p))
top-m entries whenf (p) is sorted in descending order. denotes the probability that the receivit couIdPBe one more
Computing the probabilitiesf(p) for G* (top-1 shortest

hop away given thadst is at leasthc(src, p) hops away from
paths) is very efficient. Observe that sin€e is a directed

STrc.
. ; ; _ A similar analysis applies to distance prior as well. We use
acyclic graph, it can be sorted topologically. gt= sre, po, _
"'ypN ge aptopological ordering gf thg noge;?ﬁ such fﬁat dist(sre,p) to denote the latency of the shortest path between
f(p:) depends onf(p;) only if j < i. Hence, one can effi- frtc andéa ton grapth an(cji w(ZX 7) (_jt(ra]ng:esﬂthe onel—w_ay
ciently evaluate the probabilities by following the topgical atency between nodes and g. AS Wi € tlow analysis
order, namely, computé(p:), f(p2), --- f(pn) in that order.

algorithm, the functionf is defined on the directed edges in
However, G* (for x > 2) may contain cycles and thus

graphG" = (V*, E*) as follows:
cannot be topologically sorted. In this case, we repredent t
set of equations in 1 as = 7M, wherer is a1xN row /(@

-~ . nf(p — q) . Pr(hop > he(sre,p) + 1)
n Z f(p) in(p) Pr(hop > he(sre,p))

. . _ P—qEE®
Vethszinde_ Is aNX]\_f matrlx., wherer; = f(p:) apd M;; @ = Y o) nf(p—aq) Pr(lat > dist(sre,p) + w(p,q))
= % if there exists a directed edge — p; in G*; vo= e P in(p) Pr(lat > dist(sre,p))

andﬁi?: 0 otherwise. Hence, the solutianis the stationary
distribution of a Markov chain whose transition probakilit |n our enterprise data set (see Sectiondty; anddst were
matrix is given by)M. We computer iteratively:7**! = 7'M/ chosen randomly from the network. Hence we compute hop
starting with7? = 1 if p; = sr¢; #) = 0 otherwise. Assuming count and distance distribution using randomly chosenspair
M is irreducible,r converges to a steady state solution iaf src anddst.
O(N log N) iterations. Figure 13 shows the topr probability, namely, the proba-
bility that the true receivetist appears in the topz entries
] _ ) when f(p) is sorted in descending order using the flow anal-
In t_hIS sect_|0n, we enhance the _efflcacy of the flow analysygiS algorithm with distance prior and= 2. We also experi-
algorithm using hop count and distanpeior. We usegno, mented with hop count prior; however, distance prior digect
andg..; to denote hop count and distance (in terms of latenCydfiects on the latency based shortest path nature of the rout
betweensrc anddst. For instance, one can ugg,, andgia: 10 setup protocol and thus performs best. With a call volume of

E. Distance Prior and Hop Count Prior



64 Erlangs, there is 86% chance that the true receisér
appears in the topd entries. Under very high call volume [1]
(512 Erlangs) the top6 probability drops to 0.17. However,
we note from our enterprise data set (see Fig 4) that the cjﬂ
volume is smaller than 64 Erlangs for about 75% of the day.
[4]

I1l. RELATED WORK 5]
Mix [8] is a routing element that attempts to hide corre-l®
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