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1.1 Intr oduction

Cachinghasbeenwidely deployed to improve Web perfamanceby reducirg client-obseved la-
teng/ andnetwork bandvidth usagen additionto improving sener scalabilityby redwing theload
ontheseners.Webcacheganbedeplg/edatvarious poirts in thenetwork. Forwardproxy caches
aredeplog/ed closeto the client at network entry poirts by ISPsto redice the network bandvidth
usageandimprove client lateng by cachingfrequently accessedlata. Suchcachescanbe either
transpagntto the client or be manuallyconfigured. With transpagnt cachingthe pacletsarein-
terceptedby anintermaliaterouter (layer4 or layer 7 switch) andtransparetly rouedto a cache
which in turn resporsto the client directly [cis]. Manualconfigurationrequilesthe client to ex-
plicitly configue the browserto go via a praxy cache.In additionto forward proxes, cachescan
be deployed as a front-endto a sener farmto reducesener load andincreasesener scalability
Suchcachegalledreverseproxiesareusefulin eliminatingtheloadof a hot-setfrom impactingthe
sener perfamance.Typically reverseproxiesarein the sameadmiristrative domainasthe sener.

As with ary cachirg systemWeb cacheseedto usea cachereplacenentpolicy to decidewhat
to keepin the cacheanda consisteng mechaism on how to keepit current. Various cachere-
placemat algorithms from LRU to Greedydual size have beenstudiedin the context of the Web
to improve cacheperiormarce in termsof client responsdimesandsener throughpit. For main-
tainingconsisteng, Webobjectsmayhave explicit expiration timesassociateavith themindicating
whenthey becane obsdete. The prodem with expirationtimesis thatit is oftennot possibleto tell
in advarce whenWeb datawill becane obsdete. Furthermore expirationtimesarenot sufficient
for applications which have strongconsisteng requiements. Without expiration timesthe proxy
cacheneeddo alwayscheckthe stalenes®f the datawith the sener usingif-modified-sincemes-
sagestherebyincreaingclientresponsd¢imes. Stalecachedataandtheinability in mary casego
cachedynamicandpersomlizeddatalimit the effectivenessof caching Numenousproposalshave
beenmadeto extendthe suppot for corsisteny suchthat strongr requirenentscanbe met [Li
etal., 2000].

Simpleproxy cachingis limited by the spaceandprocessingcapacityof a singlecachirg sener.
To furtherimprove perfamancecachirg canbe exterdedto includea growp of cooperatingcaches
deplg/ed in the network eitherin a hierarclical or distributed manrer. Hierarchicalcachessuch
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2 Practical Handbook of Internet Computing

asthe NLANR Squid[Squ, 1997] cacheconsistof a single tree with paren child relatiorship,
wherea otherorganizationsinclude mesheswith hierachical or centralizel directoies [Wolman
etal., 199]. A further extensionof distributedcachingare conten distribution networks (CDNSs)
thatsupplemettheclientsideproxy cachirg to otherpointsin the network contiolled by the CDN
serviceprovider. A CDN is a sharedhetwork of senersor cacheghat deliver content to userson
behdf of conten providersby usingvarious request routing techniqes. Theintentof a CDN is to
sene contett to a clientfrom a CDN sener sothatresponsdime is decreaedover contating the
origin senerdirectly. In doing soCDN’s alsoreducetheloadon origin seners.

This chaper examnessereralissueselatedto cachemanagmentconsisteng maintenaceand
the overall architectue andtechniaiesfor routing requestsn CDNs. We alsoprovide insightinto
theperfamancemprovemertts typicdly achieredby CDN’s.

1.2 Practical Issuesin the Designof Caches

Webcachesanbeimplementiedattheapplication level [lyengar, 1999, kernellevel [Joubet etal.,
2001], or uncer an embedéd operating system[Songet al., 20®]. Applicationlevel cachesare
the easiesto designandhave the potentialfor the mostfeatures.Kernellevel cachesare harder
to designbut have the potertial for betterperfamance Cachescanalsobe desigred for embed-
dedopenting systemsvhich may be optimized for certainfeatures suchascommunication. Such
cachesnayoffer compaableperfamanceto kerrel-level cachesA prodemwith usingembedéd
opeagting systemds thatasprocessortechrology improves, it may not be feasiblefor the embed-
dedoperding systemto keepup with new processors.This mears that over time, the advartage
achieredby a cacherunnirg underanembedeédoperatiig systemmaydecrase.

HTTP providesa standardnterfacefor applicatimsto utilize caches An HTTP interfacealone
is limiting, however, anddoesnt provide adeaiatesuppot for explicitly managng the conterts of
acachelt is alsonotthe mostefficientinterfaceandcanbe cumbkersomeor applicdionsto use. It
is therefae preferablefor the cacheto defineaninterfacewhich anapplication programcanuseto
explicitly add,delete,andupdatecacheddbjects[lyengar,1999.

Thenumter of transactiasperunittime thataWebcachehasto perfomin orde to achieregood
performane is orders of magnitude lessthanthat neededby a processorcache. Theefore, Web
cachescanemploy more soplisticatedconsisteng andreplacenent policies. Cachereplacenent
policiesareappliedwhena cachebeconesfull andit is necessaryo determire which objectsin the
cacheto keep. Theleastrecentlyusedalgorithm(LRU) hasbeenusedfor cachirg acrossa broad
range of disciplines.In LRU, the objectwhich wasaccessethefarthestin the pastis selectedor
removal whenthecachebeconesfull. LRU hastheadventagethatit is easyto implemen. A doibly
linkedlist is usedto order objectsby accesdimes. Wheneer anobjectis accessedt is moved to
thefront of thelist.

A numier of cachereplacerent algoiithms have beenproposedwhich resultin highercache
hit ratesthan LRU. One of the mostcommaly usedsuchalgoithm is the Greedyual-Sizeal-
gorithm [Caoandlrani, 1997]. The Greedpual-Sizealgorithm associates costC'(0) with each
objecto. The costwould typically be associatedvith how expersive it is to fetch or createthe
object. It is preferableto cachemoreexpersive objectshecause@loing soresultsin greatersavings
in the evert of acachehit. GreedyDual-SizedividesC (o) by thesizeof o, S(0), in orderto arrive
atanestimateH (o) of the savings perunit of cachememay which would be achieved by caching
theobject.

Whenobjecto is first broughtinto thecache H (o) is setto C'(0) /S (o). Whenthecachebecones
full andanobjectneed to beremoved,the objed with thelowestH valug H ,,,;,, is removed,and
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all objectsredue their H values by H,,,;,.- Whenanobjed is accessedts H valueis restoredo
C(0)/S(0). Thatway, objectswhichareaccesseérequertly will on avergge have higherH values
andaretherdore lesslikely to bereplacel.

A naive implemertation would requiren — 1 subtractios every time an objectis replacedto
update H valuesfor theremainirg cachedobjects,whete n is the number of cachedbjects. This
is inefficient. Instead,an inflation value, L, is maintaired. Whenan objecto is accessedH (o)
is setto C'(0)/S(0) + L. By addirg L to compue the H valueof anaccesseabject, it becones
unrecessaryo reduceH valuesfor all remainirg objectswhenanobjectis replaced L is initially
setto 0. Wheneer anobjectis replaed, L is updatedto the H valueof thereplacedbject.

The costfunction C' dependson resourceghe cacheis trying to minimize. If the objedive is
to maximze cachehit rates,thenthe costfundion shouldbe a constantfor eachobject. If the
objective is to minimize time consumedfetching remde objects, thenC/(0) could be the expected
lateng for fetchirg o. For adynamic Webobject,the CPU cyclesconsunedfor creatingthe object
may have the mostsignificanteffect on perfamance. The costfunction for suchan objectcould
thusbe proportiond to the CPU cyclesfor creatirg the object.

Cachescan be implenentedusing both main memay anddisk storage. Main memay offers
betterperformarce. In somecaseshowever, disk storages essentiallf the cachesizeexceedsthe
mainmemoy size,it maybedesirableo storecolderobjectson disk insteadof deletingthe objects
to keepthe cachewithin memoy limits. Disk storages alsoessentiafor persistencevhenacache
mustbe shutdown andlaterrestarted.If the cacheis totally purged eachtime the machineis shut
down, thenperfomanceis likely to be poor while the machire is beingbroughtto a warm state
afterstartup. If, ontheotherhard, cachel informationis maintainedbn disk before the shutdevn,
the cachecanbe browght to a warm stateright after the systemis restarted.Disk storageis also
important for fault tolerance.Whena cachefails, if hot objectsare maintaired on disk, thenthe
cachecanbe quicky broudt to awarmstateafterthefailure.

File systemsanddatabasesanbe usedfor persistentlystoringcacheddata.A key prablemwith
file systemsanddatabasess thatthey canbeinefficient. For Web cachestherateat which objects
areaddedto anddeletedfrom cachescanbe high [Markatoset al., 199]. If afile systemis used
anda differentfile is usedto storeeachobject,the oveteadfor creatinganddeletingfiles canbe
significant. Customizedlisk storageallocatas canoftenachiaze muchbetterperformane. Good
performane for Web workloads hasbeenachieved by maintainirg multiple objectsin a single
file and efficiently managng the storagespacewithin the file [lyengaret al., 200]. A portabe
disk storageallocatorwe have built in Java achieves consideably betterperformarce thanbothfile
systemsanddatabases.

1.3 CacheConsistency

Cachinghasprovento be an effective andpradical solutionfor improving the scalabilityandper
formanceof Web seners. StaticWeb pagecachinghasbeenappliedbothat brovsersat theclient,
or atintermedariesthatinclude isolatedproxy cachesor multiple cachewor seners within a CDN
network. As with cachimg in arny systemmaintainingcacheconsisteng is oneof the mainissues
thata Web cachingarchitectue needso address. As moreof the dataon the Webis dynamically
assembledpersomlized,andconstatly changng, the challengsof efficient consisteng manae-
mentbecane morepronourced. To prevent staleinformationfrom beirg transmittedo clients,an
intermaliary cachemustensue thatthelocally cachedlatais consistentwith thatstoredon seners.
Theexactcacheconsisteng mechanisnandthedegreeof corsisteny emplo/edby anintermedary
depadson the natureof the cacheddata;not all typesof dataneedthe samelevel of consisteng
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guaanteesConsiderthefollowing exanple.

Example

Onlinepauctions; Considera Web senerthatoffersonlineauctionsover theInternet.For eachitem
beingsold, the sener maintairs informationsuchasits latestbid price (which changs every few
minutes) aswell asotherinformation suchasphotayrapls andreviews for the item (all of which
chamge lessfrequently). Consideran intermediay that cacheghis information. Clearly, the bid
pricereturna by theintermedary cacheshouldalwaysbeconsistentvith thatatthesener. In con-
trast,reviews of itemsneednot alwaysbe up-to-date sincea usermaybewilling to receve slightly
staleinformation.

The abore exanple shavs that an intermadiary cachewill needto provide different degreesof
consisteng for different typesof data. The degree of consisteng selectedalso determins the
mechaismsusedio maintainit, andtheoverheadsncurredby boththesenerandtheintermediary.

1.3.1 Degreesof Consisteny

In generathe degrees of consisteng thatanintermediarycachecansuppat fall into thefollowing
four cateyories.

e strong consistency: A cacheconsisteng level that always returnsthe resultsof the latest
(committed write atthe seneris saidto be stronglycorsistent.Dueto the untounded mes-
sagedelays in the Internd, no cacheconsisteng mechaism canbe strongly consistenin
thisidealizedsense Strongconsisteng is typically implemeredusinga two-phasemessage
exchamgealongwith timeoutsto hande unbaindeddelays.

e delta consistency: A consisteng level thatreturrs datathatis never outdatedoy morethand
time units,whered is a configurableparaméer, with thelastcommittedwrite atthe seneris
saidto bedeltaconsistentIn practicethe valueof deltashouldbe larger thant whichis the
network delaybetweerthe sener andtheintermediaryatthatinstant,i.e.,t < ¢ < 0.

¢ weak consistency: For thislevel of consisteny, areadattheintermediay doesnotnecessarily
reflectthelastcommitted write atthe sener but somecorrectpreviousvalue.

e mutual consistency: A consisteng guarareein whichagroupof objectsaremutuallyconsis-
tentwith respecto eachother In this casesomeobjectsin thegroupcannd be more curren
thantheothers.Mutud consisteng canco-exist with the otherlevels of consisteng.

Strongconsisteng is usefulfor mirror sitesthat needto reflectthe current stateat the sener.
Someapplicdions basedon finandal transactiongnay also requile strongcorsisteng. Certain
typesof applicatioscantoleratestaledataaslongasit is within someknown time bownd. For such
applicatimsdeltaconsisteng is reconmendel. Deltaconsisteng assumeshatthereis a bounakd
comnunicationdelaybetweerthe sener andtheintermediay cache . Mutual consisteng is usefu
whena certainsetof objectsat the intermaliary (e.g, the fragmentswithin a sportsscorepage,
or within a financial page)needto be consistentwith respecto eachother To maintainmutual
consisteng the objectsneedto be atomicallyinvalidatedsuchthat they all eitherreflectthe new
versin or maintainthe earlierstaleversion

Mostintermediariegdeployedin thelnterrettodayprovide only weakconsisteng guaantee$Gw-
ertzmarandSeltzer1996 Squ,1997. Until recenly, mostobjectsstoredon\Websenerswererela-
tively staticandchangdinfrequently. Moreover, this datawasaccesseg@rimaily by humansusing
browsers. Sincehumans cantoleratereceving staledata(and manually correct it using browser
reload), weak cacheconsisteng mechamsmswere adeqate for this purpose. In contrat, mary
objectsstoredon Web senerstoday charge frequently andsomeobjects(suchas news storiesor
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Overheads Polling Periodc polling | Invalidates Leases TTL
File Transfer w’ W'—4§ w’ w’ w’
ControlMsgs. | 2R — W' | 2R/t — (W' —9) 2W' 2W' w’
Staleness 0 t 0 0 0
Write delay 0 0 notify(all) | min(t, notify(all;)) 0
Sener State None None All All; None

Ovetheadsof Differert Consisteng Mechanisms.Key: t is the periodin periodicpolling or the
leasedurationin theleasesapprach. W' is thenumbe of non-consecutie writes. All consective
writeswith no interleaving readsare countel asa singlewrite. R is the nunberof reads.d is the
nunmberof writesthatwerenot notifiedto theintermedary asonly weakconsisteng wasprovided.
‘All'’ meansall of the subscribes for senerdriven invalidation. ‘All ;' meansall of the seners
within leasedurationt.

stockquotes)areupdded every few minutes[Barford et al., 1999. Moreover, the Webis rapidly
evolving from a predoninantly read-amly informationsystemto a systemwherecollabaative ap-
plicatiors and progam-diven agentsfrequently readaswell aswrite data. Suchapplicatins are
lesstolerantof staledatathanhumansaccessingnformation usingbrowsers. Thesetrendsargue
for augmeting theweakconsisteng mecharsmsemployed by todays praxieswith thosethatpro-
vide strongcorsisteny guaanteesn orde to make cachingmoreeffective. In theabsencef such
strongconsisteng guaramees,senersresortto markingdataas uncacleable,andtherebyreduce
theeffectivenesof proxy caching

1.3.2 Consistency Mechanisms

The mechanismsusedby anintermedary andthe sener to provide the degreesof corsisteny de-
scribedearlierfall into 3 catagories:i) client-driven, ii) server-driven, andiii) explicit mechamsms

Sener-drivenmechaisms referiedto asserver-based invalidation, canbeusedto provide strong
or deltacorsisteng guararees[Yin etal., 199%]. Sener-basednvaidation,requiresghesenerto
notify proxies whenthe datachangs. This appoachsubstantiallyredwcesthe nurmber of contrd
messagesxchangedbetweerthe sener andthe intermeliary (sincemessageare sentonly when
anobjectis modified) However, it requiesthe senerto maintainperobject stateconsistingof a
list of all proxiesthatcachethe object;theamoun of statemaintaired canbesignificantespecially
atpopular Webseners.Moreover, whenanintermedary is unreachabledueto network failures the
senermusteitherdelaywrite requestsintil it receves all theackrowledgmentsor atimeoutoccus,
or risk violating corsistengy guaratees.Severalnew protocds have beenproposedrecentlyto pro-
vide deltaandstrongconsisteng usingsener-basedinvaidations.Web cachenvdidation pratocol
(WCIP) is onesuchproposalfor propa@ting sener invalidations usingapplicationlevel multicast
while providing deltaconsisteng [Li etal.,200Q. Web contentdistribution protacol (WCDP) is
anotter proposalthat suppats multiple consisteng levels using a request-respose proto®l! that
canbescaledo suppot distribution hierarcties[Tewari etal., 20Q].

The client-diven appoach,alsoreferredto as client polling, requres that intermediaies poll
theseneron every read to determire if the datahaschange [Yin etal., 199b]. Freqientpolling
imposesalargemessageveiheadandalsoincreasesheresponséime (sincetheintermedary must
await the resultof its poll befae respadingto a readrequest). The advantaye, thowgh, is thatit
doesnotrequireary stateto bemaintainedcatthesener, nordoesthesenereverneedo delaywrite
requests(sincethe onus of maintainirg consisteng is ontheintermediary).

Mostexisting proxesprovide only weakcorsisteng by (i) explicitly providing asenerspecified
lifetime of anobjed (refaredto asthetime-to-live (TTL) value) or (ii) by periodic polling of the
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Efficacy of sewer-based invalidation and client polling for three differ ent trace workloads
(DEC, Berkeley, Boston University). The figure shows that sewver-basedinvalidation hasthe
largeststate spaceoverhead; client polling hasthe highestcontrol messageverhead

the sener to verify that the cacheddatais not stale[Cate, 1992 Gwertzmanand Seltzer,1996
Squ,1997]. TheTTL valueis sentaspartof the HTTP responsén anExpi r es tagor usingthe
Cache- Cont r ol heades. However, a priori knowledge of whenan objectwill be modifiedis
difficult in practiceandthedegree of consisteng is dependentontheclock skew betweerthesener
andtheintermedaries. With periadic polling the lengthof the perioddeterninesthe extentof the
objectstalenessin eithercase modificatimsto the objed befae its TTL expiresor betweerntwo
successie polls causegheintermedary to returnstaledata. Thusbothmechaismsareheuristics
and provide only weak consisteng guaantees. Hybrid appoacheswherethe sener specifiesa
time-todive valuefor eachobjectandthe intermediary polls the sener only whenthe TTL expires
alsosuffer from thesedravbacks.

Sener-basedinvaidation andclient polling form two endsof a spectrum Whereashe former
minimizes thenumter of contiol messageexchargedbut mayrequirea significantamoun of state
to be maintaired, the latter is stateles$ut canimposea large contrd messageverhead. Figure
1.1 quantitatvely compaesthesetwo appracheswith respectto (i) the sener overhead (ii) the
network overheadand(iii) theclientresponsegime. Dueto theirlargeoveteadsneitherapprach
is appealingor Webenvironments A strongconsisteng mecharsm suitablefor the Web mustnot
only reduceclientresponséime, but alsobalancebothnetwork andsener overheads.

Oneappoachthat provides strongconsisteng, while providing a smoothtradedf betweerthe
statespaceoverheadandthe numker of cortrol messageexchanged,is leases [Gray andCheriton,
1989)]. In this appoach,the sener grantsa leaseto eachrequestfrom anintermedary. Thelease
durationdendestheinterval of time during which thesener agreasto notify theintermedary if the
objectis modfied. After the expiration of thelease theintermediay mustsenda messageequest-
ing renaval of thelease.The duratian of theleasedetermine the sener andnetwork overhead.A
smallerleasedurationredicesthe sener statespaceoverheadput increaseshe numker of contrd
(leaseenaval) messagesxchangedandvice versa.ln fact,aninfinite leasedurationredwestheap-
proachto sener-basedinvalidation,wheresazeroleasedurationredicesit to client-pdling. Thus,
theleasespprachspangheentirespectrun betweerthetwo extremesof senerbasednvalidation
andclient-polling.

The corceptof a leasewasfirst proposedin the context of cacheconsisteng in distributedfile
systemgGray and Cheriton,198]. The useof leasedor Web proxy cacheswasfirst alludedto
in [Liu and Cao, 1997] andwas subsequely investigaed in detailin [Yin etal., 199%]. The
latter effort focusedon the designof volume leases — leasesgrantedto a collection of objects—
soasto redice (i) the leaserenaval overteadand (ii) the blocking overheadat the sener dueto
unreachablgoroxies. Otherefforts have focusedon exterding leasesto hierarclical proxy cache
architectues[Yin etal., 199a; Yu etal., 1999. Theadaptve leasesffort descriedanalyticaland
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guartitative resultson how to selectthe optimal leaseduration basedon the sener andmessage
exchangeoverheadgDuvvuri etal., 2000].

A quditative compaison of the overheadsof the differentconsisteng mectanismsis shavn in
Tablel.1. Themessageverheadf aninvalidation-basear lease-basedppioachis smallerthan
thatof polling especiallywhenreadsdomiratewrites,asin the Webernvironmer.

1.3.3 Invalidatesand Updates

With senerdrivenconsisteng mechaisms,whenan objectis modfied, the origin sener notifies
each“subscribing” intermedary. The notification consistsof eitheran invalidate messager an
updated(new) versionof the object. Sendinganinvalidatemessageausesanintermediaryto mark
the objed asinvalid; a subsequet requestrequres the intermedary to fetch the objectfrom the
sener (or from a designatedaite). Thus,eachrequesiaftera cacheinvalidateincursanadditioral
delaydueto this remde fetch. An invalidationaddsto 2 contrd messageanda datatransfer(an
invaidation messageqreadreqleston amiss,andanew datatransferjalongwith theextralateng.
No suchdelayis incuredif the sener sendsout the new version of the objectuponmodificdion.
In an updatebasedscenarip subsequenreqestscan be servicedusinglocally cacheddata. A
drawvback,however, is that sendingupdatesncursa larger network overhead(especiallyfor large
objects).Thisextraeffort is wastedf theobjectis never subsegantly requestecattheintermediary.
Conseqantly, cacheinvdidatesarebettersuitedfor lesspopuar objects,while updatescanyield
betterperformarce for frequently requestedgsmall objects. Delta encoding techniges have been
designd to redue the size of the datatransferedin anupdateby sendingonly the changs to the
objectKrishnamuthy andWills, 1997]. Notethatdeltaencalingis notrelatedto deltaconsisteny.
Updates,however, requile better security guaanteesand make strong consisteng managenent
morecompex. Nevertheless,upddesareusefu for mirror siteswheredataneed to be “pushed”
to thereplicas whenit changs. Update arealsousefulfor preloadingcacheswith contentthatis
expectedto becane popularin the nearfuture

A senercandynanically decidebetweerinvalidatesandupdate basedn the charactestics of
an object. Onepolicy couldbeto sendupddesfor objeds whosepopuarity exceed a threshold
andto sendinvdidatesfor all otherobjects.A more complex policy is to take both popuarity and
objectsizeinto accoun. Sincelarge objectsimposea larger network transferoverheagthe sener
canuseprogessvely larger threshold for suchobjects(the larger an object,the more popular it
need to bebefore the sener startssendingupdates).

The choicebetweerinvalidationandupdateslsoaffeds theimplemeration of a strongconsis-
tengy mechaism. For invaidationsonly, with a strongconsisteng guaantee the sener needsto
wait for all acknavledgments of the invalidationmessagéor atimeout)to comnit thewrite atthe
sener. With updates,on the otherhard, the sener updatesare notimmediatelycomnitted at the
intermaliary. Only afterthe senerrecevesall theacknavledgmerts (or atimeout)andthensends
acommitmessagéo all the intermedigiesis the new update version comnitted at the intermedi-
ary. Suchtwo-phasenessagexchangesareexpensve in practiceandarenotrequirel for wealer
consisteng guaantees.

1.4 CDNSs: Impr oved Web Performancethr ough Distrib ution

End+to-endWeb perfamanceis influencedby numeousfactorssuchasclientandsener network
conrectivity, network lossanddelay sener load,HTTP protacol version,andnameresolutian de-
lays. The cortent-servingarchitectue hasa significantimpad on someof thesefactos, aswell
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FIGURE 1.2

Content-serving architectures

factorsnot relatedto perfomancesuchas cost, reliability, and easeof maragement.In a tradi-
tional contentservingarchitectue all clientsreguestconten from a singlelocation, as shavn in
Figure1.2@). In this architectwe, scalability and perfomanceare improved by addingseners,
without the ability to addesspoor performane dueto prodemsin the network. Moreover, this
appoachcanbe expersive sincethe site mustbe overpravisionedto hardle unexpectedsuigesin
demaul.

SomelSPsaddessperfamancebottleneck in the network by deplg/ing cachirg proxies near
clientsto reducenetwork traffic and improve client perfomance. Cachingproxies are limited,
however, sincethey operatebasedonly on userdemaul for a very largeanddiversesetof content.
Most proxy cachestudiesfor exampe, find they achieve only a 20—4®% hit rate[IRCacheProject
Daily Reports20@®; Wolmanetal., 199].

Anotherway to addresgoorperformane dueto network congestia, or flashcrowds at seners,
is to distribute popular contentto seners or cachedocatedcloserto the edgesof the network, as
shawvn in Figure1.2(h. Sucha distributed network of senerscompisesa contett distribution
network (CDN). A CDN is simply a network of senersor cacheghatdelivers contert to userson
behdf of contentproviders. Theintentof a CDN is to sene contert to a clientfrom a CDN sener
suchthattherespose-timeperiormaneis improvedover contatingtheorigin senerdirectly. CDN
seners aretypically shareddelivering contert belorging to multiple Web sitesthowgh all seners
may not be usedfor all sites. SinceCDN seners receve reqiestsonly for hostedcontent,cache
missedypically occuronly for compusory missesdueto theinitial request for someconter.

CDNshave severaladvartagesover traditional centralizel conten-servingarchitectues,includ-
ing [Vema,2003:

e improving client-perceivedresposetime by bringng contert closerto thenetwork edge and
thuscloserto endusers

¢ off-loadingwork from origin senersby servinglarger objects,suchasimages andmultime-
dia, from multiple CDN seners

¢ reducirg contentprovider costsby redicing the needto investin more powerful seners or
morebandvidth asuserpopulationincreases
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FIGURE 1.3

CDN architecture and request-outing

e improving site availability by replicatingconten in mary distributedlocatiors

Contentdistribution serviceproviders(CDSPs)manag andoperatehe CDN, thusfreeing con-
tentprovidersfrom thetasksof maintairing thesenersthemseles. Somenetwork serviceproviders
offera CDN servicein additionto network accesservice(e.g, AT&T andCable&Wireless).Other
CDSPdocusprimaily onproviding a vaiiety of CDN servicege.g, AkamaiandSpeedera

CDN senersmaybeconfiguredin tree-like hierarches[Yu etal., 199] or clustersof coopeating
proxiesthatemploy contentbasedoutingto excharge data[Gritter andCheriton 2001. Commer
cial CDNsalsovary significantlyin their sizeandserviceofferings. CDN deploymentsrangefrom
a few tensof seners(or sener clusters),to over tenthousad seners placedin hurdredsof ISP
networks. A large footprint allows a CDSPto reachthe majoiity of clientswith very low lateng
andpathlength.

ContentprovidersuseCDNSs primatily for servingstaticconten likeimagesor large storedmul-
timediaobjects(e.g, movie trailersandaudioclips). A recen studyof CDN-sened contert found
that96% of the objectssenedwereimagegKrishnamurthyetal., 200]. However, theremairing
few objectsaccounted for 40-60% of the bytes sened indicating a small numker of very large
objects. Increasingly CDSPsoffer servicesto deliver streamingnediaanddynanic datasuchas
localizedcontentor targetedadwertising.

1.4.1 CDN Architectural Elements

As illustratedin Figurel.3(@), CDNs have threekey architet¢ural elemerts in addition to the CDN
seners themseles: a distribution systemanaccouting/billing systemanda request-outing sys-
tem[Day etal.,20@®]. Thedistribution systemis responsite for moving conten from origin seners
into CDN senersandensuringdataconsisteng. Sectionl.4.4describesometechnigesusedto
maintainconsisteng in CDNs. The accounting/billing systemcollectslogs of clientaccesseand
tracksCDN senerusagefor useprimarily in administratve tasks.Finally, the request-routirg sys-
tem s resposible for directing client requestgo appropiate CDN seners. The request-outing
systemmay alsointeractwith the distribution systemto keepan up-to-dateview of which conten
residesonwhich CDN senwrs.
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CDN server cluster

load balancer

client

FIGURE 1.4
Interaction betweenrequestrouter and CDN sewers

Thereqest-routingsystemoperatesasshovn in Figure1.3(p). Clientsaccessontert from the
CDN senersbyfirst contactig areqiestroute (stepl). Thereqiestrouter makesasener selection
decisionandretuns a sener assignmento the client (step2). Finally, the client retrievesconter
from thespecifiedCDN sener (step3).

1.4.2 CDN Reques-Routing

Clearly, the regiest-routingsystemhasa directimpacton the perfamanceof the CDN. A poor
sener selectiondecisioncan defea the purposeof the CDN, namelyto improve client respose
time over accessinghe origin sener. Thus, CDNs typicdly rely on a combiration of staticand
dynamicinformationwhenchasingthebestsener. Severd criteriaareusedin therequest-outing
decision includng the contert beirg requested, CDN sener and network condtions, and client
proximity to the canddateseners.

The mostobvious requestrouting stratey is to directthe clientto a CDN sener that hoststhe
conten beingrequested. This is comgicated, however, if the requestrouter doesnot knov what
contern is beingrequestedior exampleif request-outingis donein the context of nameresoluion.
In this casetherequestontairs only asener hostrame(e.g, Www. ser vi ce. con) asoppcedto
thefull HTTPURL.

For goodperfamancethe client shouldbe directedto a relatively unloaded CDN sener. This
requres that the requestrouteractively moritor the stateof CDN seners. If eachCDN location
consistsof a clusterof senersandlocal loadbalancemor comectionrouter it may be possibleto
guel asenersideaget for senerloadinformation,asshovnin Figurel.4. After theclientmakes
its requesttherequestrouter consultsanagentat eachCDN siteload-talancer(step2), andreturrs
anappopriateanswemackto theclient.

As Webresposetime is heavily influencel by network conditiors, it is importart to choosea
CDN sener to which the client hasgoad connectiity. Upon receving a client request, the re-
guestroutercandeterminewhich CDN sener is closesto the clientandthenrespondo theclient
appopriately

A comnon stratgyy usedin CDN request-routingis to choosea sener “nearly” theclient,where
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proximity is definedin termsof network topdogy, geagyraphic distancepr network lateng. Exam-
plesof praximity metricsincludeautonanoussysten(AS) hops or network hops.Thesemetricsare
relatively staticcomparedwith senerloador network perfamanceandarealsoeasierto measure.

Note thatit is unlikely thatary oneof thesemetricswill be suitablein all cases.Most request
routersusea combiration of proximity andnetwork or senerloadto make sener selectiondeci-
sions.For exanple, clientproximity metricscanbeusedo assigraclientto a“defaut” CDN sener,
which providesgoad performane mostof the time. The selectioncanbetemporaily changd if
loadmonitoiing indicateshatthe defaut seneris overloadel.

Request-ratingtechniaiesfall into threemaincategyaries: transporttayermecharmsms,applicatio-
layerredirection,andDNS-basedcheme¢$Barbir etal., 20@]. Transpot-layerrequestoutes use
informationin thetranspot-layerheaersto determire which CDN sener shouldsene the client.
For example therequestroutercanexamne the client IP addressandport nunberin aTCPSYN
paclet andforward the paclet to an apprgriate CDN sener. Thetarget CDN sener establishes
the TCP conrectionand procedsto sene the requesteadtontent. Forward traffic (includng TCP
ackrowledgrents)from the clientto thetargetsener contiruesto be sentto the requestrouterand
forwardedto the CDN sener. Thebulk of traffic (i.e.,thereqlestedcontent)will travel onthedirect
pathfrom the CDN senerto theclient.

Applicationlayerreqiest-routig hasaccesgo muchmoreinformation abou the conten being
requested. For examge, the reqiest-routercanuseHTTP heades like the URL, HTTP cookes,
andLanguage.A simpleimplemenationof anapplicatio-layerrequestrouteris a Web sener that
recevesclientrequetsandreturrs anHT TP redirect(e.g.,statuscode302)to theclientindicating
theappopriateCDN sener. Theflexibility affordedby thisappgoachcomesattheexpenseof added
latengy andoverhead,however, sinceit requres TCP comectionestablishmenandHTTP header
parsing

With request-routig basedbntheDomainNameSysten(DNS), clientsaredirectedo thenearest
CDN sener during the nameresolution phaseof Web access. Typicdly, the authoitative DNS
sener for the domain or subdanainis contrdled by the CDSP In this schemea specializedDNS
senerrecevesnameresoldion requestsgetermiresthelocationof theclientandretunstheaddress
of anearly CDN seneror areferal to anothemamesearer. Theanswemayonly be cachedatthe
client-sidefor a shorttime so that the requestroutercanadap quickly to changsin network or
senerload. This is achiered by settingthe associatedime-todive (TTL) field in the answerto a
verysmallvalue(e.g, 20 secong).

DNS-basedequestrouting may be implementd with eitherfull- or partial-sitecontentdeliv-
ery [Krishnamuthy et al., 2001]. In full-site delivery, the contentprovider delegaesauthoity for
its domainto the CDSPor modfiesits own DNS senersto returnareferal (CNAME or NSrecod)
totheCDSP5DNS seners. In thisway, all requestsfor ww. conrpany. com for exanple, arere-
solvedto a CDN senerwhichthendelivers all of theconter. With partial-sitedelivery, theconten
provider modifiesits contentsothatlinks to specificobjectshave hostnamein a domainfor which
the CDSPis authaitative. For exanple, links to htt p: / / www. conpany. conl i nage. gi f
arechangdto htt p:// cdsp. net/ conpany. com i mage. gi f. In this way, the client re-
trieves the baseHTML pagefrom the origin sener but retrieves emteddedimagesfrom CDN
seners to improve performane. This type of URL rewriting may also be dore dynanically as
thebasepageis retrieved,thoudh this mayincreaseclientresposetime.

The appealof DNS-basedsener selectionlies in bothits simplicity — it requires no chargeto
existing pratocols, andits geneality — it works acrossary IP-basedapplication regardlessof the
transpat-layerprotacol beingused.Thishasledto adopion of DNS-basedequestrouting asthede
facto standadl methal by mary CDSPsandequipmat verdors. Usingthe DNS for request-outing
doeshave somefundamenthdrawbacks,howvever, someof which have beenrecentlystudiedand
evaluated[Shaikhetal., 2001 Maoetal., 2002 Barbiretal., 20@].

Oneproblemis thatrequest-outingis dore on the grarularity of DNS domairs, ratherthanper
object,thuslimiting theability to make objectspecificsenerselectiordecisions A secondgoroblem
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is thatrequestsusuallycometo the DNS sener not from clients,but from their local nameserers.
Hencethe CDN seneris choserbasednthelocalnamesersr addresinsteadof theclient,which
may leadto poor decisiors if clients andtheir local nameserers are not proximal. Finally, as
menticned earlier DNS requestroutersreturnanswerswith small TTLs to facilitate fine-graned
load balancing This may actuallyincrease Web accesdateny becase clients must cortact the
DNS sener morefrequently to refreshthe nameto-addessmapping

1.4.3 Request-Routing Metrics and Mechanisms

Request-roting systemsusea humter of metricsandtechnigiesin decidingwhich CDN sener
is bestsuitedfor a given client. This sectiondescribesomespecificmetricsandtechniqesused
in comnercially availableload-kalancingandrequest-routingproducts. Notethatthesetechniqees
arenot necessarilyimited to CDNs — they areapplicalte to load-kalancingandrequest-outingin

mary replicateccontent-servingarchitectues.

Determining sewver availability andload

Seneravailability is oftenthe mostcritical criterionusedin requestouting Availaklity is usually
deterninedusing“healthchecls” initiatedby thereqiest-routerTheseprokesmaybeimplemented
atlayer3 with ICMP (Interret Contrd MessageProtocd) ping, or layer4 by checling that TCP
conrectionscan be establishedfor examge. In addition, the requestrouteris often configued
to perfom applicatio-layerhealthchecls, suchasretrieving a specifiedfile usingHTTP or FTR,
or interactingwith an IMAP mail sener or telnetsener. Applicaion-layerchecls areimpartant
to detectcasesvhena hostmachire may be operational, but a mission-criticalapgication is not,
hene makingthe senerunsuitablgor handing clientrequests.

As describedn Sectionl.42,therequestoutermayconsultalocalload-talancingswitchateach
siteto determinethe relative load at candidatesener sites. The local load balarcertypically keeps
trackof statisticdik e the nunberof active client comectionsthe aggrgjatepaclet andconnetion
arrival rates andnumker of availableseners. Usingagentghatresideonthesenersthemseles, the
local load balarcer may alsocollectinformationsuchaspersener CPU load andmemoy usage.
All or someof thesestatisticscanbe queied by thereqiest-routeto assessherelativeloadof each
seneror sener cluster

In mostverdor solutiors the requestrouter is tightly integratedwith anagentat the sener-side
load-balancemwhich repots statistics,or an aggrejate “score’ This schemeusuallyrequilesthat
therequestrouterandload-bdancerarefrom the samevendr sincethey oftencomnunicateusing
proprietarypratocols.Limited suppat mayalsobeavailablefor commuiicatingwith hetergeneos
localloadbalanersor seners. Thisis oftendore usingthe SimpleNetwork ManagenentProtocd
(SNMP),sincemostproductsandoperaing systemsupmrt SNMP queies of informationsuchas
paclet arrival rateor nunrberof active concurentconrections.Therequestrouter mayalsousethe
resposivenesof applicatim-layerhealthchecls asanindicatian of the site or senerload. These
checls appeamasnorma client requestsandthusdo notrequre specialprotacols.

Determining network proximity and performance

Sincenetwork perfamanceplaysanimportantrole in overall endto-endWeb perfamancethere-
guestoutertriesto directclientsto thenearstsenerin termsof geogaphicor topolagicallocation,
or network lateng. In atypical DNS-basedequest-routingsystemhowever, thisis complicatedy
severd factors. The network perfamance(e.g.,delay loss,throughput) may charge dynamically
anddramatically over time, requiing thatthe notion of “nearest” be updded reguarly. Also, the
client'sactuallocationmaybedifficult to determireif thelocalnamesererthatsenddDNSrequests
onbehalf of theclientis notnearbytheclient. Finally, thenetwork perfamancemustbedeternined
from the point of view of eachsener site,ratherthanfrom therequestrouter
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Oneappoachis for thereqiestrouter to askcanddate CDN senersto measuraetwork lateng
to theclient (or its nameserer) usinglCMP echo(i.e., ping) andrepot the measuredalues.The
requestrouterthenrespois to the client with the addessof the CDN sener repating the lowest
delay Sincethesemeasuremntsaredore online, this technigie hasthe adwvantageof adaptirg the
regest-routingdecisionto the mostcurrent network network. Measurerant resultsare repated
backto therequet router andcanbe cachedor a shorttime to sene subsequat requestsfrom the
sameor nearbyclients. On the otherhand,this technige canintrodwce additianal lateng for the
clientastherequest router waitsfor responsefrom the CDN seners.

In aslightly different appoachthereqiestroutercanforward therequestto agentatseveral sites,
eachof which thenrespoml directly to the client. The client usestheresponseghatreachest first,
thusautonatically chosingthe nearessite. For afair “race”, therequestoutermustknow its one-
way lateng to eachsite,anddelaytheforwardng accordimly, to ensurehateachsiterecevesthe
forwardedrequesiat the sametime. This apprachavoids actively proling the client namesersr
from eachsener site, but it doesrequirethat eachrespouling agen spoofthe IP addessof the
reguestrouter (to which the reqestwasoriginally sent). Otherwisethe client may not acceptthe
respose.

Anotheralternatve apprachis to passiely moritor client connetionsto the CDN senersto
build a perfomancedatabaethatcanbe consultechy therequestouterwhenmaking its decision.
For exanple, the local load balarcer cancaptureandexamineTCP pacletsto estimatethe rourd-
trip time betweenthe site and a particdar client. Using theseestimatesthe reqestrouter can
deternine which site hasthe lowestdelayto somegroup of clients. This technique mustaddress
severd issueshowever, suchashow to collecta suficient nurmberof samplesateachCDN sener,
andhow to aggreate client performane statistics. It alsorequirestight integration betweenthe
requestrouterandthe performarce montoring entity at eachsener. Note thatall threeof these
appoachedor determinimg client network proximity have beenusedin venda prodicts.

In additionto dynamic metricssuchas network lateng, reqestrouting systemsoften depad
on more static notions of network proximity, basedeitheron hop®untor geogaphiclocation A
hopcountbasedmetric may be implementedby simply usinga UDP-basedracerote from each
sener site to the client namesersr, similar to the ICMP echotechniqe describd above. If the
reqestrouterhasaccesdo network routersat the sener sites,it canconsultintercdomainrouting
tablesateachsiteto find outthedistanceébetweerthesiteandtheclientsubnein termsof AS-hogs.
This reqgures a specializedagentor proto®l on the network routers, however. Moreover, several
studieshave shovn hopountto bea poorpredctor of network lateng [CrovellaandCarter,1995
ObrackaandSilva,2004.

Many requestrouting systemsattemptto direct clientsto the geogaphially nearst site, often
basedon coarsenotions of regions (e.g.,U.S. Eastcoast)or cortinents(e.g.,Asia-Pacific clients).
Determiring geogr@hic proximity basedn IP addessesemainsanactive andopenresearctopic
andthoudh a numter of heuristicshave beendeveloped,they arenotalwaysaccuate[Mooreetal.,
2000; Padmambhanand Subamanian2001] Neverthelessijt is possibleto useinformation pub-
lished by regional Interret registries to obtainrouch percowuntry addressblock allocations]ian,
20@]. Thesecanbe usedto determire, to someextert, the locationof theclientin orde to direct
it to the neareskite. Most request-routirg prodicts also offer the ability to manually specify IP
addessesandtheir associatedjeqyraplic regions. This is useful,for examge, whenthe requests
areanticipatedrom known clients(e.g.,remotebrarch offices).

1.4.4 Consistency Management for CDNs

An important issuethat must be addressedin a CDN is that of consistency maintenance. The
problem of consisteng maintenacein the context of a singleproxy usedseveraltechnigiessuch
astime-to-live (TTL) valuesclient-pdling, senerbasedinvalidation,adaptve refresh[Srinivasan
etal., 1999, andleasegYin etal.,200]. In thesimplestcasea CDN canemplgy thesetechniges
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ateachindividual CDN sener or proxy—eachproxy assumesgespomibility for maintainirg consis-
teng of datastoredin its cacheandinteractswith thesenerto do soindepenentlyof otherproxies
in the CDN. Sincea typical CDN may consistof hurdredsor thousand of proxies (e.g, Akamai

currently hasa footprint of more than14,0® seners), requiing eachproxy to maintainconsis-
tengy indepermlentlyof otherproxesis notscalablgrom theperspetive of theorigin seners(since
the sener will needto individually interactwith a large numter of proxies). Furthe, consisteng
mechaismsdesigne from the perspectie of a singlepraxy (or a small groy of proxies) do not
scalewell to large CDNs. Theleasesappoach,for instancerequrestheorigin senerto maintain
perproxy statefor eachcachedobject. This statespacecanbecone excessve if proxies cachea
large numker of objectsor someobjectsarecacheddy alarge number of proxies within a CDN.

A cacheconsisteng mechaism for hierarclical proxy cacheswasdiscussedh [Yu etal., 1999.
The appioachdoesnot proposea new consisteng mecharsm, ratherit exanminesissuesn instan-
tiating existing appr@achesinto a hierarclical proxy cacheusing mechaismssuchas multicast.
They arguefor afixedhierardy (i.e.,afixedparen-child relatiorshipbetweerproxies). In addition
to consisteny, they alsoconsiderpushing of contentfrom origin seners to proxies. Mecharsms
for scalingleasesare studiedin [Yin et al., 200L]. The appoachassumesolumeleaseswhere
eachleaserepresentanultiple objects cachedy a standaloneproxy. They examine issuessuchas
delayirg invalidatins until leaserenavalsanddiscussprefetchingandpushingleaserenavals.

Another effort describescooperative consistency alongwith a mectanism, called coopeative
leasesto achieseit [Ninanetal.,2003. Coopeative consisteng enalbesproxiesto coopeatewith
oneanotler to redwce the overheadsof corsisteny mainterance.By suppoting deltaconsisteng
semanticgndby usingasingleleasefor multiple proxes, the cogerative leasesnecharsmallows
thenotionof leasedo beappliedin ascalablenanrerto CDNs. Anotheradwantag of theapprach
is thatit employs applicationlevel multicastto propagatesener notificatiors of modificatians to
objects,which redicessener overheads. Experinental resultsshaov that coopeative leasescan
redwcethenumbe of senermessageby afactorof 3.2andthesener stateby 20%whencompaed
to original leasesalbeitat anincreasegroxy-praxy communicationoveread.

Finally, numepusstudieshave focusedon specificaspectof cacheconsisteng for content dis-
tribution. For instance piggybackingof invalidations[Krishnarurthy andWills, 1997], the useof
deltasfor sendiy updates[Mogul etal., 1997, anapplication-level multicastframework for Inter
netdistribution[Francis,2000] andthe efficacy of sendingupdatesversusnvalidates[Fei, 2007.

1.4.5 CDN Performance Studies

Several researclstudieshave recentlytried to quantify the extentto which CDNs areableto im-
prove response-tim perfamance.An early studyby Johnsa et al. focusedon the quality of the
reguest-routingdecision[Johrsonet al., 200Q. The study compaed two CDSPsthat use DNS-
basedrequest-routing The methalology wasto measurehe resposetime to download a single
objectfrom the CDN sener assigneddy the request routerandthe time to downloadit from all
otherCDN senersthatcoud beidentified. Thefindings suggstedthatthe sener selectiondid not
alwayschosethebestCDN sener, but it waseffective in avoiding poaly perfaming seners, and
certainlybetterthanchosinga CDN senerrandmly. Thescopeof thestudywaslimited, however,
sinceonly threeclientlocatiors werecorsidered perfamancevascomparedfor downloadirg only
onesmallobject,andtherewasno comparisonwith downloadingfrom theorigin sener.

A studydore in the context of developing the reqlestmirroring Medusa Web proxy, evaluated
the periormane of oneCDN (Akamai) by downloadingthe sameobjects from CDN senersand
origin seners [KoletsouandVoelker,200]. The studywasdore only for a single-tserworkload,
but shaved significant perfomanceimprovemen for thoseobjectsthat were sened by the CDN,
whencompaedwith theorigin sener.

More recettly, Krishnanurthy et al. studiedthe perfamanceof a numker of commecial CDNs
from the vantagepoint of appioximately20 clients[Krishnamurtty etal., 200]. The authos con-
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cludethat CDN seners geneally offer much betterperfomancethan origin seners, thoudh the
gairs weredependentonthelevel of cachirg andthe HTTP protacol options. Thele werealsosig-
nificantdifferencesn downloadtimesfrom differentCDNs. The studyfindsthat,for someCDNs,
DNS-basedequestouting significantlyhamgersperformarce dueto multiple namelookups.
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