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Abstract—This paper presents a cloud-based system for health
care applications. Our system has advanced features for preserv-
ing privacy which are essential for health care applications that
deal with confidential data. We describe some of the bioinformat-
ics applications which our system is designed for. Performance
is significantly enhanced by caching, and enhanced clients for
performing part of the computations are a key component of
our system.

Cloud, due to its pay-as-you-go pricing and API based deploy-
ment model, has become widely used for delivering and maintain-
ing infrastructure technology for businesses. However, there are
significant challenges with using the cloud for applications with
strict privacy and compliance requirements; health care appli-
cations fall in this domain. This paper describes an architecture
and solutions for handling these types of applications.

I. INTRODUCTION

A wide variety of services are now offered via the cloud
for performing data analytics. These services offer storage,
data analysis, and artificial intelligence capabilities such as
language, speech, and visual recognition. Such services are
increasingly being used for health care applications. There
is a large amount of biological data which is available, and
people are analyzing such data for scientific research as well as
for medical purposes. There are millions of scientific articles
available in PubMed, and natural language processing tech-
niques which can automatically extract important information
from these papers are being used.

This paper presents key issues in cloud-based systems for
health care analytics. We describe a number of health related
applications which are of significant importance including
drug repositioning, drug safety, collecting and monitoring
patient information, and general analysis of biomedical data.
We present an overall system for handling these applications.

Our system can be used for storing data with differing
privacy requirements. Some of the data are highly confidential.
For example, there is confidential patient data which must be
protected according to HIPAA requirements. Other data do
not have such strong data confidentiality requirements. A key
feature that our platform provides is analysis of scientific data
which may be contained in publications and publicly available
databases. This data can be stored less securely than the highly
private data.

Our platform provides a wide variety of analytic capabilities
on top of the data. The capabilities include analyzing biolog-
ical data for important characteristics. An example would be
predicting diseases cased by genes. While experimental data
exists on some genes which cause diseases, our system can use
techniques such as matrix factorization to compute additional
associations between genes and diseases.

Our system can collect data from many different sources.
Information can be provided from mobile devices such as
cell phones. Mobile devices can provide personal health care
data from users. A key feature we provide is the ability to
perform processing at client devices. The clients can be mobile
devices or more powerful computers. Allowing processing to
take place at the clients conceptually moves computing to the
edges of networks. It offloads computing from servers.

There are other advantages to providing enhanced client
functionality. There can be confidential data that clients may
not be willing to share with servers. Highly confidential data
can be analyzed and encrypted or anonymized at clients before
being sent to servers. Clients can also perform processing and
analysis while disconnected from servers.

Our clients also perform caching to reduce latency for
accessing data from servers. The cost for accessing data from
remote cloud servers can be orders of magnitude higher than
the cost for accessing data locally [1], [2], [3]. Caching can
thus dramatically improve performance. Our system employs
caching at multiple levels and not just at the client level.

Our system has several distinguishing features from previ-
ous ones.

• The proposed system ”weaves” security, privacy and
compliance in the lifecycle of the crown-jewels that need
protection: data, systems, users and devices. As another
key contribution, we have also defined how blockchain
is used to implement secure HCLS (health care and
life sciences) data provenance as well as a number of
key security, privacy and compliance components of our
system.

• Our system provides computational capabilities both
in the cloud servers themselves as well as at clients
themselves. Conceptually, this moves computation to
the edge of the network. This can be important for
enhancing privacy as clients can perform data encryption



and anonymization before sending information to servers.
It can also improve performance by allowing certain
computations to take place at the client without the need
to incur latency for communication with a remote cloud
server.

• Our system makes use of external data sources and
knowledge bases. It also can use external Web services,
particularly in the artificial intelligence domain. The
use of external data sources and services adds to the
functionality offered by our system.

The remainder of the paper is structured as follows. Sec-
tion II describes the infrastructure of our health cloud platform.
Section III presents a system and user-level view of our
architecture. Section IV presents security, privacy, and compli-
ance issues. Section V describes representative bioinformatics
and health care applications which our system is designed
for. Section VI presents related work. Finally, Section VII
concludes the paper.

II. HEALTH CLOUD PLATFORM

Figure 1 depicts a conceptual architecture of our overall sys-
tem. Figures 2 and 3 describes the key components (functional
and non-functional respectively) of the system in a logical
setting. Functional components define the system capabilities
for healthcare data analytics and management. Non-functional
components define the security, privacy and compliance as
well as scalability and performance capabilities of the system
in order to support the functional capabilities. Our system
provides a high level of security and privacy to store pro-
tected health information (PHI) as well as advanced analytics
capabilities, namely complete model lifecycle management as
well as remote execution of authorized models on enhanced
clients.
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Fig. 1. A conceptual architecture of our system.

A. Infrastructure Cloud

Our system is comprised of native cloud applications hosted
on an Infrastructure as a Service (IaaS) cloud platform [4],
[5] that provides the necessary compute and storage resources
with high scalability and availability at low cost. The in-
frastructure cloud is compliant (HIPAA/GxP/GDPR), which
means that all the components of the cloud stack are compliant
to the security and compliance policy.

Fig. 2. Key Functional Elements for Healthcare Cloud.

Fig. 3. Key Non-functional Elements for Healthcare Cloud.

The infrastructure cloud is created leveraging virtualization
of the physical resources, for instance compute, storage and
network. At a high level, the IaaS cloud’s stack includes i)
bare-metal hardware, ii) host operating system/hypervisor iii)
Image and hypervisor management and monitoring services. A
compliant cloud is built using verified and attested hardware,
hypervisors and all the management services whose integrity
is ensured by using a Trusted Platform Module1 (TPM) [6]
installed on the hardware resources and the Attestation Service.
The basic idea is similar to proposals [7], [8], i.e. create a root
of trust at the hardware level (using TPMs and Attestation
Service) for each server and then extend it, via a transitive
trust model, to the hypervisor. Our system leverages the vTPM
[9] to transitively extend the root of trust to the guest OS and
the software stack therein.

The Resource Provisioning service, Assertion Service, along
with TPMs/vTPMs, help in creating trusted secure health
cloud instances. The Image Management Service accepts only
those VM images that are signed by an approved list of
keys managed by an attestation service. The Logging and
Monitoring service provides secure log and monitoring data
for both infrastructure services as well as for platform services.

B. Health Cloud Platform Services

Platform services provide secure generic services, namely
a DevOps Service, high availability and disaster recovery
service, federated identity management service, Analytics plat-
form and some health care specific services, namely consent
management, data ingestion and export service.

Platform DevOps and non-functional services: HIPAA/GxP
compliance expects not only the final deployed system to be

1A dedicated secure processor that secures hardware through integrated
cryptographic keys.



compliant but also the development as well the automated
operations to be compliant; this means that not only are the
hosts, VMs and the deployed software stack verified and
attested but also the development and deployment process of
all the components. Change Management service is one of the
very important services that (under the guidance of a com-
pliant policy) controls changes to any deployed component,
infrastructure and software alike. All authorized changes are
first described, evaluated and finally approved in the change
management system; thereafter the CM service accordingly
updates the Attestation Service regarding the approved changes
and their new signatures.

The platform supports a federated identity management
system, which means that the platform user’s identity could be
managed and authenticated by an external (approved) system.
Once users are authenticated, their roles and access privileges
are managed by the platform’s RBAC system.

Privacy Management: Access privileges are controlled by
the role based access control (RBAC) system of the plat-
form2. The platform supports Tenant, Organizations, Groups,
Environments, Users, Roles, and Permissions. Tenant is a
namespace under which all the other entities of RBAC are
grouped, for instance tenant could be an enterprise. Organiza-
tion represents departments, particularly from the point of view
of resources. Resources that are to be shared, like services,
environments etc, are added to organizations. Groups represent
healthcare studies/programs to which PHI data is consented
for. Environments are the various development and deployment
environments to which users are have access to. Users are
individuals persons registered under a tenant. Users can have
different roles in different environments within an organization
which would govern their access privileges. Permissions are
read and write access control to various resources in the
platform under a tenant, organization, or group.

Since the platform supports uploading protected health in-
formation (PHI) via the Data Ingestion service, it is important
to secure the consent of the patient/user for the uploaded data
via a consent management service.

This architecture is particularly advantageous in situations
where an analytics compute workload needs to be shipped
over to another cluster (possible another cloud) without com-
promising the trust.

Registration Service: The platform supports an idea of
tenant, which is equivalent to an account at an enterprise
level for metering and billing of various services. A default
organization for each tenant is created; under that, a default
environment for development and deployment of custom ser-
vices for instance development and deployment of customized
models is created.

Data Ingestion and Export: Data ingestion in essence means
the following three steps: i) upload of verified data, ii) valida-
tion/curation of the data, and finally ii) storing the data. Health
care data has no single data schema/format, and there are a
variety of standards for the data format, so the first step is to

2Our RBAC model is motivated from that of Cloudfoundry’s [10]

adopt an electronic healthcare information exchange format,
for instance, FHIR, HL7, etc [11]. Our system adopts FHIR
as the data ingestion format; this is not a limitation of the
system as the system can be easily extended to support any
other format by writing adapters that transform data from one
exchange format to another, e.g. from HL7 to FHIR and back.
The data can be uploaded by authenticated users, either from
a device or other system leveraging APIs. The uploaded data
is verified, curated and stored in scalable and trusted back-end
storage systems.

Data ingestion is a slow process and is thus designed as
an asynchronous communication process. Data flows either
from a client device or from a source repository to the
storage system of the platform. Encrypted data, using a client’s
public certificate issued by the platform, is Uploaded to
a secure temporary storage area, and a message is left in
the platform’s internal messaging system for the background
ingestion process to ingest the data. The platform returns a
status URL to the uploading client, which can be used to know
the status of the data ingestion process as it goes through
its ingestion flow sequence. The background data-ingestion
process picks the encrypted data from the staging area and
performs the following three steps under Ingestion: i) Decrypts
data using the client’s private key (generated by the platform
at the time of registration and stored in a key management
system). ii) Validates the uploaded bundle for errors. iii) After
successful validation, the data is de-identified and stored in
the backend storage system (Data Lake) with a reference-id,
and the reference-id to identity the mapping is stored in the
metadata.

The platform also exposes an Export service which performs
two types of exports, namely i) Anonymized export, that
anonymizes the data to protect privacy, and ii) Full export
where the re-identified consented data is provided to the client.
This is typically needed by Clinical Research Organizations
(CRO) to conduct various types of studies.

API and API management: The platform exposes secure
APIs for all its capabilities. The API management system
first authenticates the user requesting the APIs, and once suc-
cessfully authenticated, it consults the Privacy Management
system and allows API access accordingly.

C. Customized client services

Our trusted health cloud platform is a health care specific
cloud that offers compliant services and advanced analytics ca-
pabilities to support various health care uses cases. Customized
client services can be developed on top of our platform which
could be specific to a tenant/client. Clients could develop
customized dashboards and use custom report generation tools
either by using the analytics cloud provided by the platform or
by exporting anonymized data to their own environment and
using their own specialized tools.

Customized client services could also take approved and
compliant models and push them to enhanced clients for better
interaction with the patient.

Intercloud secure gateway



Data in a health cloud is special both from compliance
and security; thus it is often the case that data gets collected
in one cloud instance while analytics and other services are
collected in another cloud platform. Many times the cloud
designed to scale for data collection and authoring is not
well equipped with other services which would be needed for
application and/or model development and deployment. Our
design of extending the root of trust to the level of containers
allows transfer of trusted analytic workloads (packaged in
containers) across different cloud instances (provided each
one of them is trusted). This allows the computation to be
transferred to data instead of otherwise, thereby making it very
efficient and secured. This approach also does not depend on
external untrusted libraries as the container would be authored
in a trusted environment with trusted libraries. The intercloud
secure gateway facilitates transfer of these trusted analytics
containers between cloud platforms and also offers a service of
Remote Attestation for the platform to attest when the analytics
workload is started.

III. SYSTEM AND USER-LEVEL VIEW OF ARCHITECTURE

Figure 4 depicts our overall system from the perspective
of users. The system can scale to a large number of servers.
Even though only two are depicted, the actual number can be
considerably higher.

Our system performs computation on data with different
privacy requirements. The top server is for computations that
do not require high degrees of data privacy. The bottom server
in the figure is for data with high levels of confidentiality.
Although the figure shows just two servers, the system can be
scaled to a high number of servers.
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Fig. 4. This figure depicts an architecture of our system from the perspective
of users.

Caching is a critically important feature for improving
performance. Note that it takes place at multiple parts of the
architecture, both at the clients and servers. Caching works
best for data which do not change frequently. If the data are
changing frequently, cache consistency algorithms need to be
applied to keep multiple versions of the data consistent. It may
not be feasible to cache rapidly changing data for which it is
very important to have updated copies.

Our system has significant analytics capabilities. However,
it should be noted that there are many external Web services
which can be used to provide additional analytics such as
those from IBM, Microsoft, Amaazon, Google, and others.
Our system has the ability to use these external Web services
and provide the results to users. Many of these services
are in areas such as natural language understanding, visual

recognition, and speech recognition. The AI services from
different providers offer similar functionality but are not
identical. We provide users with a choice of services for
similar functionality. In addition, we maintain information on
the different services to allow users to pick the best ones.
This information includes response times and availability of
the services.

For some of the services (e.g. text extraction), we have
standard tests which we run to test the accuracy of the services.
This information is available to users. Users can also provide
feedback on services. While we provide user feedback on
services to users, we note that such information should be
used with caution as it may not be accurate.

Another key aspect of our system is that we make use
of data from external databases and knowledge bases. This
data can be used in analytics calculations as well as provided
directly to users. These external data sources include general
knowledge bases such as DBpedia [12], Wikidata [13], and
Yago [14]. We also make use of scientific databases such
as the DisGeNet database of genes and variants involved
in human diseases [15], the PubChem database of chemical
structures [16], the DrugBank database on drug and drug
targets [17] and the SIDER database on drug side effects [18].

We provide access to papers in PubMed and PubMed
Central. We perform text analysis on these papers to extract
important scientific facts. We also provide access to knowledge
bases related to language such as WordNet [19].

We cache data from these knowledge bases locally. That
way, data can be accessed and analyzed more quickly than if
it needs to be fetched remotely. For the most up-to-date data,
the remote knowledge bases can be directly queried. However,
it often is not necessary for an application to have the most
up-to-date version of these knowledge bases.

A. Developing Data Analytics Applications

We provide HTTPS (REST) interfaces to our system. Users
access our system as Web services. In order to make it easier
for users to develop applications using our system, we provide
enhanced clients which offer additional functionality for client
machines (Figure 4). These enhanced clients provide features
such as caching, data analytics, and encryption (Figure 4). We
provide software development kits (SDK) which run on client
machines to make it easy for clients to access our Web ser-
vices [20]. These SDKs implement functionality such as client-
side encryption, caching, and data analytics and are available
for commonly used programming languages, including Java,
Python, and JavaScript. That way, an application running on
a client machine can easily make method calls in one of these
languages to access our Web services or use enhanced client
features such as caching, encryption, or data analysis.

Users can also write applications which run on our servers.
Such applications may run more quickly, as calling our own
services as well as accessing data stored within our system will
be faster from within our system than from a client computer.

Our system has a secure, compliant Analytics Platform
that helps approved users perform local model generation



and testing. The Analytics platform supports various lifecycle
stages of analytics models, namely i) data cleaning, ii) initial
model generation iii) model testing iv) model deployment
and v) model update. The analytics platform offers tools for
performing different operations, including authoring tools like
Jupyter [21] and version control tools such as git [22].
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Fig. 5. A conceptual architecture of a secure container cloud over virtual
machines for Analytics Platform.

For applications requiring a high degree of security, the
analytics platform is designed to provide a secure environment
by extending the root of trust to containers as shown in Figure
5. The approach is a hybrid of approaches advocated in [23]
and [9]. The main idea is to have a software implementation
of trusted platform modules (TPM) (vTPM), execute it in a
dedicated VM and take measurements that will be used by an
external Attestation Service (shown in Figure 1) to determine
the system’s trustworthiness. The way the process works is that
in each VM, the Core Root of Trust Measurement (CRTM)
code runs in the VM’s BIOS (BIOS instrumented with TCG
extensions [24]). Furthermore, the trusted kernel extends the
root of trust transitively to libraries and drivers [25]. Each
VM has a client driver that accesses the vTPM instance via the
server side driver in the special VM hosting the vTPM. In each
VM there is a special container that runs a vTPM Manager (a
user space process) that provides the vTPM interface to other
containers either through a Unix socket or via IPC (in which
case the client container would need an adapter that exposes
an IPC interface as a standard character device).

IV. SECURITY, PRIVACY AND COMPLIANCE

A. Threat Model

The proposed cloud-based system handles private and sen-
sitive HCLS (Healthcare and Life Sciences) data, which is
why it is expected not only to be reliable but also trusted.
By trust, we intend here that a trusted system is compliant
with respect to the regulatory requirements as mandated, the
security of data, systems (including networks) and users as
well as the privacy requirements of the patients. To that end,
it is essential to implement compliance-specific requirements
for HIPAA, GDPR, GxP, and so on.

The goals of the attackers may be to undermine a business
competitor or to expose healthcare data, identity and credential
information stealing, or to cause socio-political-economical

harm to the users, healthcare providers or the geopolitical
area involved. Moreover, the goal of attackers may be to
compromise the health or treatment of one or more individuals.

In this section, we describe two standard adversary mod-
els: honest-but-curious adversaries and malicious adversaries.
Formal definitions of these models can be found in [26].

• Honest-But-Curious Adversaries: In this model, all
players are obliged to follow the protocol and act ac-
cording to their prescribed action in the protocol. If the
protocol is secure, no player gains information about
other players’ private input sets, other than what can be
deduced from the result of the protocol.

• Malicious Adversaries: In this model, an adversary
may behave arbitrarily. In particular, we cannot hope to
prevent malicious players from refusing to participate in
the protocol, choose arbitrary values for private input, or
abort the protocol prematurely.

These adversaries may be external to the proposed cloud
system and IoT devices, and also may be internal to the system
such as system admins, devops staff as well as staff who
have access to data, system, or policy decisions in any way.
Such attacks may cause the system to become ”non-compliant”
with respect to regulatory requirements. That leads to financial
harm as well as business reputation dilution of a given entity
involved in offering the services.

The goals of attacks that can be carried out could be:
• Confidentiality, privacy of data and logs: HCLS data may

be exposed, exfiltrated, tampered with, or may be modi-
fied in a way to cause disruption of the system reliability.
Logs are supposed to be non-sensitive; however, they may
be analyzed to carry out inference attacks. Some types of
logs are to be protected.

• Privacy of users: Users may be patients, relatives of pa-
tients, genetically related individuals, doctors and health-
care staff, administrative individuals and so on. Most such
user information is sensitive in nature.

• Security of the cloud, IoT, blockchain systems: Intrusion,
unauthorized modification, man-in-the middle attacks on
the IoT devices as well as on the cloud (compute, memory
and storage, network, services) may be carried out. Such
systems may be accessed in an unauthorized manner and
their functionalities compromised by code-injection and
malware attacks not only by external adversaries but also
by insider threats.

• Availability and reliability: the system may be attacked
in order to make it unusable at a certain time or at an
event.

In this paper, we take an end-to-end holistic view of security
and design security requirements. Past systems have addressed
security, privacy and compliance as discrete requirements. In
contrast, the proposed system in this paper ”weaves” security,
privacy and compliance in the lifecycle of the crown-jewels
that need protection: data, systems, users and devices. As
another key contribution, we have also defined how blockchain
is used to implement secure HCLS data provenance as well as



Fig. 6. HCLS Blockchain network.
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a number of key security, privacy and compliance components
of our system.

In this regard, we have proposed blockchain-based identity
management, management of malware and vulnerability, data
lifecycle and privacy as well as compliance. Past systems make
use of centralized databases without any transparency into how
such data is managed and how multiple parties that do not
fully trust each other engage on security and privacy of the
healthcare system and associated PHI data and patients.

Blockchain enables data provenance and ensures data access
and consent provenance as required by GDPR and HIPAA.
Moreover blockchain supports audit capabilities for the data
management process, which is required as part of regulatory
requirements. The blockchain network we are talking of is a
permissioned blockchain system such as Hyperledger.

Security Vs Compliance: Security is a bottom-up require-
ment, while compliance is a top-down requirement. Compli-
ance requirements are already defined by regulatory policies,
and they need to be implemented by implementing security
and privacy policies and mechanisms. The mechanisms are
part of the bottom-up implementation of the security enforce-
ment in the systems.

B. Security

Security of data, system and users are implemented as part
of the system design.

1) Secure Data Management: Data flows from external
components to a data ingestion system, which processes the
data for validation and verification. At that level, data is
encrypted at multiple levels – first it is encrypted with a well-
established shared key (public key encryption is too expensive
to maintain the scalability of the system), and then it is trans-
mitted over a secure channel such as over TLS. An integrity

verification mechanism may also have been in place - we
recommend using HMACs instead of digital signatures unless
the digital signatures are part of the encryption process such as
signcryption techniques, or AES CBC mode (encryption and
integrity).

The ingestion service decrypts the data using the shared key
or established key between the sender and the cloud platform.
The ingestion service verifies the integrity/authenticity of the
data and stores the signatures and meta-data on a database to
maintain receiving meta-data.

The ingestion service carries out the following verifications
and validations on the data before forwarding it to the data
management and analytics systems.

• integrity and authenticity verification
• scanning of data for malware
• verification of level of privacy/anonymization supported
• verification of consent of the patient
Leakage-free authenticity and integrity verification of HCLS

data: Often HCLS data is shared in parts and not as a whole
given the compliance requirements and privacy issues in-
volved. Existing systems make use of Merkle hash techniques
or traditional hashing of the data and digital signatures to
prove authenticity of data. However, they leak information,
and leakage-free redactable and sanitizable signatures [27],
[28], [29] should be used for such data sharing and analytics
purposes. Graph-based HCLS data can also be verified using
HMACs [30].

Blockchain-based HCLS data protection management: In
another approach as discussed earlier, a data ingestion service
can also store the meta-data and events related to an HCLS
record on a de-centralized blockchain ledger. In the blockchain
network, the parties are: sender (sending client), receiver
(receiving service/ingestion service), healthcare provider (peer
on behalf of the healthcare provider), data protection service,
audit service as well as other services. The different parties
using the consensus protocol agree on the data to send and
receive, which then leads to commitment of the ledger record
to the global ledger. A blockchain ledger is used to maintain a
link to the data and meta-data around it. The data is stored and
encrypted on a separate server in order to ensure separation-
of-duties and implement appropriate access control. Not all
parties need to know the PHI (Protected Health Information)
always, and the access per HIPAA and security requirements
are need-to-know based; thus it is essential not to store the
PHI data on the full replicated de-centralized ledger, but to
instead store the data in a centralized service.

Upon each event or transaction such as data receipt, data
retrieval, data anonymization and such other events, the
blockchain ledger is updated with a ”handle/reference” to the
encrypted data record, hash of the data, information about the
event/transaction, and meta-data. The data record is stored in a
database. A hash of the data stored on the ledger is computed
using a perfectly secure hash function for stronger privacy and
security.

The ingestion service may also validate the data for its
format as well as schema used for the data. Per security, the



ingestion service employs a data filtration system to determine
if the data contains any malware. If so, the filtration services
filter out the record and update the blockchain with the infor-
mation that the corresponding record identified by an identifier
such as a random UUID or a pseudo-random number contains
malware. The malware-management blockchain network is a
different network that takes the record and carries out policy-
driven actions on top of it - such as cleaning, sanitizing it
and/or dropping the record and informing the sender and other
stakeholders of this information. It can also employ analytics
in order to determine risky senders or risky records.

Once the data has been ingested and filtered, the ingestion
service may use another service, ”anonymization verification
service”, in order to verify how good the anonymization on the
incoming record is. If the anonymization verification service
determines that a claimed anonymized record is not properly
anonymized, then such a record is dropped, and a response is
sent back to the sender. Such information is also recorded in a
”privacy blockchain network”. Such a blockchain records the
privacy levels of each record received. In a different approach,
information about a given record on malware, privacy and
integrity can be added to a single blockchain network. It is
a design decision. Smart contracts can carry out analytics on
top of such information and use such information for dynamic
ledger management.

After the data is ingested, it is encrypted using a dif-
ferent key or set of keys based on the defined encryption
process. Such data can also be re-anonymized independently
or together with other data objects. Both the original and
anonymized versions of data objects are encrypted and stored.
The reason to encrypt anonymized versions of data objects is
to ensure that in case there is a breach, the databases cannot be
used to retrieve highly valuable data (anonymized data have
utility for the purpose of analytics and machine learning and
for secondary usage). Attackers need to gain access to the keys
to gain access to such data.

Data flows into other components and services in the system
such as machine learning model training, analytics, reporting,
insurance management, patience management, pharmacy pro-
cesses and so on. Such services need to gain access to the plain
text; thus the key management service in the system ensures
that authorized components, services and identities have access
to the appropriate set of keys that are generated dynamically
and/or statically.

Key Management System: A key management system is a
single-tenant isolated system that is dedicated only to a single
customer or single instance of the regulated system for HCLS
services. It should not be multi-tenant primarily because on
a virtual host, the isolation guarantees are not as strong as
the air-gapped systems and bare-metal servers. However, the
decision to use virtual key management services co-located
with other services on the same host is based on business use
cases if the the risk of such a deployment meets the compliance
and security criteria. However, we envision that such a key
management service shall be hardware based (e.g., hardware
security modules).

When data needs to flow within the system, it is always
transmitted over encrypted channels. If a given system hosts
plain text data in memory for processing, access to such a
system is monitored and if possible made limited for the period
of time when the data is there.

Secure deletion of data: HCLS and sensitive data are deleted
from memory, storage and cache as soon as their ”need-to-use”
time period is over permanently or for the near future; such
data is not needed. The deletion process has to follow secure
deletion practices. In order to support GDPR and right-to-
forget, our system supports encryption-based record deletion
and deletion of data relevant to a given patient from all parts
of the system.

Identity management of healthcare providers, system ad-
ministrators and patients are managed with blockchain using
self-sovereign identity and privacy-preserving identity-mixer
technology.

2) Secure System Management: Each system component
is developed using a compliance-assured devops environment
and development team. The system components are engineered
in a secure manner.

Each system component is signed using a digital signature.
A given container or VM image is signed as it is. Another ap-
proach is to aggregate the signatures of each package installed
on the container/VM and generate an aggregate signature.
Such a signature is derived using the private key(s) stored on
the TPMs where the images are created, or can be derived from
the private keys stored in another key management service.
Such signatures are managed by the integrity management
architecture or by the remote attestation service.

Malware analysis of the systems is carried out by the mal-
ware analysis service and/or the malware blockchain network.
Several peers are on the network: cloud vendor, system admin,
each software vendor, optionally national vulnerability or other
such organizations in relevant geolocations, and compliance
officers as well as parties managing the reporting of and fixing
of such vulnerabilities.

C. Privacy

The enhanced client can anonymize the data it is sending
to the system. Our anonymization verification service veri-
fies the degree of anonymization of the receiving data and
data generated by the system. The degree of anonymization
is determined by analyzing the data, its semantics, and its
attributes. The degree of anonymization/privacy has two parts
– one independent of other data objects and another that is
determined holistically with respect to other data objects.

A privacy management network using blockchain described
earlier can keep track of privacy degrees of the data records.

D. Regulatory Compliance

THe Health Insurance Portability and Accountability Act of
1996 (HIPAA) specifies data privacy and security requirements
for health care data in the United States. The HIPAA controls 8
are categorized into four pillars: administrative, physical, tech-
nical and policies and documentation.



Fig. 8. Key HIPAA Controls.

GDPR compliance requirements from Europe are specifi-
cally for health care systems and data in the EU region. It is
more stringent in privacy requirements than HIPAA.

E. Auditability

Regulatory requirements and security forensic analysis re-
quires auditability as a service in our system. External and
internal teams may be able to audit the data usage and process-
ing as well as security, privacy and compliance enforcements.
Moreover, users need to be audited. Security controls need to
be audited for how they are configured and managed. Logs
are collected from each of these processes; change logs are
managed, and such logged events cannot contain sensitive data.

Log analytics systems are used for audit and forensic
purposes. Use of blockchain networks as described earlier
helps in audit management. Hyperledger has an auditor view
that allows an auditor to get access to the ledgers and search
for use and processing of data, system integrity and user
provenance.

V. APPLICATIONS

We now describe bioinformatics applications which we have
developed and are well-suited to run on our system. These
applications use machine learning techniques to analyze large
amounts of biological data. Scalability enabled by our cloud
platform is critically important for scaling the applications to
handle large data sets. In addition, some of our applications
have strict privacy requirements necessitating the need for the
features described earlier.

A. Drug Repositioning

Inefficiency of pharmaceutical drug development with high
expenditure but low productivity has been widely discussed
[31], [32]. Drug repositioning, finding additional indications
(i.e., diseases) for existing drugs, presents a promising avenue
for identifying better and safer treatments without the full cost
or time required for de novo drug development. There have
been several successful examples (for example, thalidomide
to treat leprosy or finasteride for the prevention of baldness);
however they have primarily been the result of serendipitous

Fig. 9. A graphical illustration of the main idea of JMF. Reproduced from
the open access source [38].

events based on ad hoc clinical observation, unfocused screen-
ing, and happy accidents. Big data analytics for both drugs
and diseases provide an unprecedented opportunity to uncover
novel statistical associations between drugs and diseases in a
scalable manner.

1) Bioinformatics Data and Analytics: Bioinformatics
methods were developed for inferring novel associations
between drugs and diseases by the Guilt by Association
(GBA) approach [33], matching drug indications by their
disease-specific response profiles based on the Connectivity
Map (CMap) data [34], utilizing structural features of com-
pounds/proteins (e.g., molecular docking) to predict new drug
indications [35], and constructing drug networks and using
network neighbors to infer novel drug uses based on pheno-
typic profiles, such as side effects [36], and gene expression
[37]. All of these methods only focus on different aspects of
drug/disease activities and therefore result in biases in their
predictions. Also, these methods suffer from the noise in the
given information source.

We proposed a bioinformatics solution, Joint Matrix Fac-
torization (JMF) [38], for drug repositioning hypothesis gen-
eration, by integrating multiple drug information sources and
multiple disease information sources to facilitate drug repo-
sitioning tasks. Figure 9 depicts a high level idea of our
overall algorithm. JMF utilizes drug similarity network, dis-
ease similarity network, and known drug-disease associations
to explore the potential associations among other unlinked
drugs and diseases. Then JMF is formulated and solved
as a constrained non-convex optimization problem. As an
example, we investigate three types of drug information (i.e.,
chemical structure, target protein, and side effect) and three
types of disease information (i.e., phenotype, ontology, and
disease gene). The proposed framework is also extensible,
and thus JMF can incorporate additional types of drug/disease
information sources.

Compared to prior art, it is worthwhile to highlight the
following novel aspects that JMF can achieve simultaneously:
(1) JMF can predict additional drug-disease associations by
considering both drug information and disease information. (2)
JMF can determine interpretable importance of different infor-



mation sources during the prediction. (3) As by-products, JMF
can also discover the drug and disease groups, such that the
drugs or diseases within the same group are highly correlated
with each other, thus providing additional insights for targeted
downstream investigations including clinical trials. We applied
JMF to predict additional treatments for Alzheimer’s Disease
and Systemic Lupus Erythematosus, and some of the new drug-
disease associations we predicted have been verified in clinical
trials [38].

The techniques that we use for calculations like drug
repositioning include determining quantitative similarities of
entities such as drugs and diseases. Drug similarities can be
calculated by multiple methods such as similarity in chemical
structure, drug targets, and side effects. We have used the
PubChem database [16] to determine similarities in chemical
structures of drugs. We have used the DrugBank database [17]
to determine similarity in drug targets. To determine similarity
in side effects, we use the SIDER database [18].

Existing data on similarities between different drugs and
diseases is incomplete. Therefore, computational methods are
needed to infer additional disease and drug similarities from
existing data. We have used collaborative filtering techniques
such as matrix factorization [39] for inferring drug and disease
similarities. Neural networks can be used as well.

Similarity-based techniques have also been used to predict
drug-drug interactions. Tiresias is a knowledge-based predic-
tion system that takes in various sources of drug-related data
and knowledge as input and provides drug-drug interaction
predictions as output [40]. Entities of interest for drug-drug
interaction prediction are pairs of drugs instead of single drugs.
Tiresias computes similarities on pairs of drugs by combining
similarity metrics on individual drugs.

B. Drug Effect Signal Detection from Real World Evidence
(RWE) Data

With the advent of access to digitized RWE, catalyzed by
wide-spread adoption of electronic medical records (EMRs) as
well as the confluence of big data and supporting analytical
approaches, a systematic approach to clinically relevant drug-
repositioning approaches is also enabled recently.

RWE, often defined as non-interventional data on individ-
ual’s activities and health, are characterized by large, complex,
intricately structured datasets often containing several years of
data on millions of patients. Data sources for RWE can stem
either from observational, simple trials (i.e. pragmatic trials),
as well as from registries, administrative data, health surveys,
EMRs, medical chart reviews, or adverse-event reporting and
even social media. This type of data can address a wide
range of challenges across drug development, and has been
mainly used to support health economics research. However,
RWE constitutes a fertile, and largely untapped, ground for
generating and validating drug repositioning candidates, with
the ability to systematically leverage such data being vastly
dependent on the advent of sophisticated analytical methods
such as artificial intelligence and deep learning, and their
application to healthcare.

1) RWE data resources: Analysis can leverage both claims
and medical records from the following databases:

The Explorys SuperMart database [41] includes medical
data of over 50 million patients (approximately 15% of the
US population), pooled from multiple different healthcare
systems. Data consists of a combination of individual-level,
de-identified clinical EMRs, healthcare system outgoing bills,
and adjudicated payer claims and is standardized and nor-
malized using common ontologies. The EMR data includes
patient demographics, diagnoses, procedures and admissions,
prescribed drugs, vitals and laboratory values.

The Truven Health MarketScan Research Databases
[42] contain individual-level, de-identified, healthcare claims
information from employers, health plans, hospitals, Medicare,
and Medicaid programs, for the period of January 1st, 2011
to December 31st, 2015. Specifically:

• Truven Health MarketScan Commercial Database con-
tains health insurance claims across the continuum of care
(e.g. inpatient, outpatient, and outpatient pharmacy) as
well as enrollment data from large employers and health
plans across the United States which provide private
healthcare coverage for more than 100 million employees,
their spouses, and dependents.

• Truven Health MarketScan Medicare Supplemental
Database is created for Medicare-eligible retirees with
employer-sponsored Medicare Supplemental plans.

• Truven Health MarketScan Multi-State Medicaid
Database contains the pooled healthcare experience
of approximately seven million Medicaid enrollees
from multiple States. It includes inpatient services and
prescription drug claims, as well as information on
enrollment, long-term care, and other medical care.

Data related to individual patients is integrated from all
providers of care, maintaining all healthcare utilization and
cost record connections at the patient level.

Much of this data is confidential, and maintaining data pri-
vacy while the data are being analyzed is critically important.
The privacy-preserving features of our system are critically
important for these types of applications.

2) RWE data analytics: Previous studies mainly leverage
survival analysis to validate non-chemotherapy drugs asso-
ciated with improved cancer survival [43] and/or decreased
cancer risk [44] of patients from EMRs.

We are interested in mining EMRs in order to identify a po-
tential indication from multiple existing drugs simultaneously.
As an initial attempt, we extended the Self-Controlled Case
Series (SCCS) [45] model to build a predictive model, called
Drug Effects on Laboratory Test (DELT) algorithm, which
uses the drug prescription history of patients to predict their
continuous numeric values of Glycated hemoglobin (HbA1c)
level [46]. We examined the drugs (predictors) that have
significant blood sugar lowering effects. If some of them are
not known to lower blood sugar already, we can consider those
drugs as potential candidates for repositioning to control blood
sugar, with further inspection.



Fig. 10. Laboratory test measurements for patient i over time. yij is the
laboratory test result for the jth measurement for patient i. xij is a list of
drugs that were taken by patient i prior to measurement j. αi is the patient-
specific baseline value if the patient is exposed to no drug. Reproduced from
the open access source [46].

Fig. 11. The deviation of the measurement j from the baseline is due to
either drug intake, or due to confounders such as aging and comorbidities,
which will be accounted for in the model by tij . Reproduced from the open
access source [46].

In addition, we observed that patients in EMRs have ex-
tremely diverse HbA1c level profiles (e.g. some people tend
to have higher HbA1c level than the others because of their
age, gender, and ethnicity). Thus, we imposed a parameter
αi which varies from patient to patient as different healthy
patients may have different normal laboratory test values [46].
Figure 10 depicts the idea of our patient-specific baseline lab
test result for each patient i. In other words, since there is
a range of standard values for the laboratory test values, we
cannot use the same value for all patients; therefore, the value
αi is patient-specific and learned from the data.

Furthermore, different HbA1c level measurements taken far
apart in time might have very different values. For example,
HbA1c levels on a healthy subject might change when the
subject gets older, or some persistent blood sugar altering
events (such as the diagnosis of diabetes) occur to a person.
Thus, the change of HbA1c test results may not be because
of the drug intake, but because of other confounders such as
aging and comorbidities (see Figure 11). Therefore, we also
included a time variant parameter tij in DELT that indicates
the deviation of the measurement j of patient i from the
baseline αi to account for confounders [46].

Compared to prior art, our contributions in drug effect signal
detection are as follows: (1) DELT looks at the joint exposure
of multiple drugs at the same time (instead of marginal
correlation). Therefore it is robust against confounders raised
by co-medications. (2) DELT adds time-varying unobserved
individual baseline parameters, and takes various other con-
founders into account (individual self-controlled design for

gender, ethnicity, and time-varying baselines for aging, chronic
comorbidity) implicitly. (3) DELT leverages the prior knowl-
edge of drug therapeutic class and drug similarity network
information into the SCCS model and achieves high accuracy
in retrieving known effects of drugs. We evaluated the DELT
algorithm on detecting drugs which lower HbA1c laboratory
tests. Experiments show the evidence that DELT can be used
to repurpose some unexpected drugs for diabetes [46].

VI. RELATED WORK

In the area of trusted cloud platforms, Bessani et al. [8]
present TClouds, a trusted cloud platform; our work is comple-
mentary to this work with an extension of container clusters.
Jayaram et al present trustworthy geographically fenced clouds
in [47]; this work is different from ours as it does not
build a cloud for PHI data. Cloud platform providers like
Amazon [48], Google [49] and Microsoft [50] offer HIPAA
compliant services on their platforms to create and manage
a compliant solution but not an architecture to create a
compliant SaaS platform like discussed in this article. Intel
SGX [51] and IBM SecureBlue++ [51], [52] support secrecy-
preserving processing, which has applications to healthcare
data processing.

In the area of health care platforms, Mohindra et al. [53]
have presented a health cloud platform for the health care
and life sciences industry. The design mentions a compliant
cloud but does not exactly mention a trusted cloud platform.
Authors in [54] present a scalable secure cloud architecture
corresponding to IBMs Watson Health Cloud. The work how-
ever does not focus on the analytics environment and analytics
use cases.

Data protection involving anonymization and leakage-free
data integrity and authenticity verification has been proposed
proposed by Kundu, Bertino and Atallah [27], [28], and
later extended by [29], [30]. Yue et al. [55] proposed using
blockchain for health care and privacy risk control. However,
we are not aware of cloud-based systems that have used
blockchain for security, data management and privacy of
healthcare data.

VII. CONCLUSION

We have presented a cloud-based system for health care
applications. Our system offers enhanced security and privacy
over existing systems. We provide computational capabilities
at clients to complement the processing taking place within
cloud servers.
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[15] J. Piñero, N. Queralt-Rosinach, À. Bravo, J. Deu-Pons, A. Bauer-
Mehren, M. Baron, F. Sanz, and L. I. Furlong, “Disgenet: a discovery
platform for the dynamical exploration of human diseases and their
genes,” Database, vol. 2015, 2015.

[16] E. E. Bolton, Y. Wang, P. A. Thiessen, and S. H. Bryant, “Pubchem:
integrated platform of small molecules and biological activities,” in
Annual reports in computational chemistry. Elsevier, 2008, vol. 4,
pp. 217–241.

[17] D. S. Wishart, C. Knox, A. C. Guo, S. Shrivastava, M. Hassanali,
P. Stothard, Z. Chang, and J. Woolsey, “Drugbank: a comprehensive
resource for in silico drug discovery and exploration,” Nucleic acids
research, vol. 34, no. suppl 1, pp. D668–D672, 2006.

[18] M. Kuhn, I. Letunic, L. J. Jensen, and P. Bork, “The sider database
of drugs and side effects,” Nucleic acids research, vol. 44, no. D1, pp.
D1075–D1079, 2015.

[19] G. A. Miller, “Wordnet: a lexical database for english,” Communications
of the ACM, vol. 38, no. 11, pp. 39–41, 1995.

[20] A. Iyengar, “Supporting Data Analytics Applications Which Utilize
Cognitive Services,” in Proceedings of the 37th IEEE International
Conference on Distributed Computing Systems (ICDCS 2017), June
2017.
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