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Abstract. Contemporary Web sites typically consist of front-end Web servers, application
servers, and back-end information systems such as database servers. There has been limited
research on how to provide overload control and service differentiation for the back-end sys-
tems. In this paper we propose an architecture called tiered service (TS) for these purposes.
In TS, there are several heterogeneous back-end systems to serve the Web applications. The
Web applications communicate with a routing intermediary to intelligently route the queries
to the appropriate back-end servers based on various policies such as client profiles and server
load. In our system the back ends may store different qualities of data; lower quality data
typically requires less overhead to serve. The main contributions of this paper include (i)
a tiered content replication scheme that replicates tiered qualities of data on heterogeneous
back ends with different capacity to satisfy clients with diverse requirements for latency and
quality of data (ii) an application-transparent query routing architecture that automatically
routes the queries to the appropriate back ends. The architecture was implemented in our test
bed, and its performance was benchmarked. The experimental results demonstrate that TS
offers significant performance improvement.
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1. Introduction

Web sites typically deploy front-end Web servers that process HT TP requests,
application servers that facilitate deployment of customers’ business applica-
tions, and back-end enterprise information systems, such as database servers,
for information retrieval and storage. While there has been extensive research
into load balancing to front-end Web servers to handle the ever increasing
traffic, less attention has been given to load balancing to the back-end servers.
Back-end servers are often the bottleneck at data-driven Web sites. The amount
of processing time for back-ends to process the data queries is often signifi-
cantly higher than that for the HTTP requests.

* The work described in this paper was done while H. Chen was a summer intern at IBM’s
T.J. Watson Research Center.
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Back-end servers are critically important for serving data-driven Web con-
tents. Even if only a small percentage of all requests are dynamically gener-
ated by back-end servers, the overhead resulting from these back-end requests
can be significant because dynamic requests can consume orders of magni-
tude more CPU time to satisfy than static requests. In many situations, the
back-end servers will be the bottleneck in the system. Therefore, efficient
systems for managing back-end data processing are critically important.

In this paper, we propose an architecture called tiered service (TS) to im-
prove the performance of back-end database server accesses. In TS, multiple
heterogeneous servers are clustered together to serve the requests from the
Web servers, and accesses to them are differentiated in the quality of content
and server capacity.

The heterogeneity of the back-end systems gives rise to the imbalance of
performance and capacity. The better configured back ends can store higher
quality data, deliver better performance, and process more simultaneous re-
quests than those with less capacity. However the heterogeneity can also be
exploited to trade off performance and quality of data for users with different
requirements [1, 20]. Better performance and higher quality of data are often
competing goals. Generating data with higher quality (e.g. images with better
resolution or data with higher accuracy) can result in higher latency. Trading
off between them can satisfy users with different requirements as well as
better utilize resources under different workloads. A key feature of the tiered
system is that the back-end systems typically store contents of different qual-
ities. When the system is not under heavy load and resources are plentiful,
the back end will serve high quality data. When the system is heavily loaded
and resources are scarce, the system can conserve resources by serving lower
quality content.

More specifically, in the tiered system there is a primary database server
with the highest quality content. The primary server satisfies requests by mak-
ing queries which may have high overhead to a database. Clients obtaining
responses from the primary database get information which is both the most
current and has the greatest level of detail.

A secondary back-end server might contain information which is less cur-
rent or less detailed than the information provided by the primary server. For
example, the secondary server might be a cache for the information contained
in the primary server. It may be updated less frequently than the primary
server. However, data would be accessed from the secondary server with con-
siderably less overhead than would be required for accessing the data from
the primary server.

The secondary server might also provide less detailed information than
the primary server by using lighter weight queries, for example. In situations
where 1/0 bandwidth is limited, the primary server might contain high resolu-
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Figure 1. Architecture

tion images while the secondary server might contain lower resolution images
which consume fewer bytes.

As illustrated in Figure 1, this architecture is composed of Web servers,
an intelligent routing intermediary, and tiered back-end servers.

The high-end database server stores the most updated information with
the highest level of quality. The update process could be initiated by HTTP
clients or external programs. The response time could be adversely affected if
the high-end database server is overwhelmed with too many client requests.
Therefore, the high-end server only satisfies a fraction of the requests during
periods of heavy loads.

The low-end server (periodically) replicates content from the high-end
server. It contains less frequently updated or lower fidelity information. It
starts serving requests when the traffic is beyond the high-end server’s ca-
pacity, requests are from less favored clients, or the contents in the low-end
server are sufficient for satisfying the clients’ requirements (such as image
resolution, document size, etc.). The low-end database server could be dif-
ferent from the high-end one to reduce the cost with different query types.
For instance, the high-end server could run DB2 [10] and the low-end one
could run MySQL [19]. The secondary database only serves selected queries
to exploit MySQL’s limitations in this type of operation. DB2 DataPropoga-
tor/DataJoiner could be used to propagate the data to MySQL. Naturally, it
is necessary to resolve the incompatibility that may arise between the two
systems.

The file server contains the least updated contents that are generated from
the database and dynamic applications to offload the excessive traffic to the
database servers. It requires the least overhead for satisfying requests. There-
fore, if the databases are overloaded, excess requests can be handled from the
file server.
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The intermediary’s purpose is to identify the nature of the requests (the
clients’ priority and capacity), detect each database server’s load, and direct
the requests to the appropriate servers. The replication processes are content
and load status aware. This architecture offers a good balance between per-
formance and cost. Our architecture can handle more than three levels in the
hierarchy if necessary with multiple servers at each level.

We have prototyped the architecture and demonstrated its improvement in
several aspects. Our implementation focused on the methodology rather than
on specific applications. The prototype can be adapted to domain-specific
applications with their own valuation of data quality and constraints of tiered
data replication.

The rest of the paper is organized in the following way. Section 2 discusses
different instantiations of the tiered service. Section 3 outlines the proposed
architecture. The implementation details and test bed set-up are presented
in Sections 4 and 5 respectively with the experimental results in Section 6.
These results demonstrate that the tiered database architecture significantly
improves the overall performance in terms of scalability, fairness, and QoS
provisioning. Related work is discussed in Section 7 followed by concluding
remarks in Section 8.

2. Tiered Service

Based on data quality and system configuration, there are three approaches
to realize the tiered services: quality differentiation, data partition, and query
type differentiation.

In the quality differentiation approach, the back ends store contents with
different overheads. The high-end stores the high quality contents while the
lower-end contains data with lower overheads. The low-end’s performance
in processing the low overhead data can match or even exceed that of the
high-end. In the data partition approach, the data in all of the back ends have
the same overhead, but some back ends do not fully replicate the whole data
set. In the third approach, back ends are optimized in different ways to serve
specific query types.

The quality differentiation approach is applicable in the following types
of environments:

— The high-ends store more detailed documents and high resolution im-
ages and the low-ends store the stripped down versions. Requests are
routed to the high-ends when the traffic is light. Under heavy load, pre-
mium clients are still routed to the high-ends while the others are served
by the low-ends. Client profiling can be based on their subscription (e.g.
high paying customers enjoy better quality of data than low paying ones)
or on client characteristics such as their devices’ capacity. For instance,
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those who use handheld devices are served with low resolution images
that match the devices’ rendering capability.

— In a streaming query service, the contents are frequently updated, and
the freshness of the data determines the quality of service. The high-
ends store the most updated data, and the low-ends periodically replicate
content from the high-ends. When the traffic is high, the low paying
customers are served with contents from low-ends to prevent the high-
ends from becoming overloaded.

In the data partition approach, data sets are split and assigned to different
back ends. For instance, in an e-commerce Web site, one back end stores
the inventory data and the other stores the customer information. Queries that
operate on different data sources are routed to the appropriate back ends. This
approach enables efficient data caching and retrieval and benefits disk and
memory-intensive operations. However, its effectiveness is contingent on the
data dependency. If the operations frequently use both inventory and customer
data simultaneously, then multiple connections are needed to retrieve the data
from different back ends; as a result, performance will eventually suffer.

Applications using query type differentiation are as follows. The back
ends are of different system types, some of which perform better on particular
operations than others. The routing module exploits this difference to gain
both in performance and cost. For instance, simple database implementations
like MySQL excel in query types such as select. Hence some back ends can
be customized to serve these type of queries. It is also beneficial to tailor
the hardware configuration to expedite the execution of specific operations.
For instance, more RAM can substantially expedite join operations. More
powerful CPUs can accelerate the execution of computationally intensive
queries. This approach should take into account the data layout to improve
data locality.

In this paper, we propose a general architecture and implementation alter-
natives to realize the tiered service. Applications can adopt different policies
on top of it. However, since the first two approaches (as defined in the be-
ginning of this section) are largely application dependent, their effectiveness
varies in different circumstances. The third approach can be adopted in a wide
range of applications and is complementary to the other two. It is discussed
in greater detail in this paper. Since databases are so widely used for back-
end systems, we use them to instantiate the tiered architecture. The following
sections describe the implementation of tiered database service (TDS). Note
that the tiered service approach can also be applied to other back-end systems
which do not use databases.

Our tiered database service (TDS) has the following properties:
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— Transaction integrity. The routing decision is made at the URL level.
Once a database is selected, all queries corresponding to a URL are
routed to the same database.

— Layer-7 routing. Unlike the layer 3 and 4 load balancing algorithms that
are used for front-end Web servers [6], TDS routing algorithms are in the
application layer (ISO layer-7). They are aware of the query semantics
and the database table layout.

— Query syntax variation resolution. Different databases have their own
SQL variations. TDS can defer the query materialization till the actual
database is selected.

— Data residency awareness. If the back ends are not full replicas, the
routing algorithms should be aware of which back ends store which data.
TDS can be explicitly configured to be aware of this or learn it based on
feedback from the back ends.

— Adaptive configuration. TDS collects run-time statistics to detect perfor-
mance differences and dynamically vary routing policies.

3. Tiered Database Service Architecture

We propose an implementation paradigm as illustrated in Figure 2. There are
three components in TDS: a front-end connector, query adapter, and routing
intermediary.

3.1. FRONT-END CONNECTOR

The front-end connector (FC) obtains the client information from the HTTP
requests. Such information includes the identity of the client that determines
its priority and the browser type that indicates the rendering capability. The
client profile is used when the routing intermediary uses class-based service
differentiation policies. The browser type information is used to select the
back end whose data quality matches the browser’s rendering capability. The
FC also informs the Web applications of the load status of both the front-end
and back-end servers so that the applications can rewrite some of the requests
to retrieve the static version of the requested application or return to the client
an alert message that indicates the system is under high load. In this regard,
FC shares some similarity with content adaptation [1].

In practice, the FC can be implemented in the 1SO layer-7 load balancer
or be incorporated into the caller function that invokes the Web applications.
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Figure 2. Tiered Database Architecture

3.2. ROUTING INTERMEDIARY

The routing intermediary routes queries to back-end servers based on specific
policies. It monitors the traffic status and intelligently routes the queries based
on routing policies, client profiles, traffic, and the back-end configurations.
The routing polices are the instantiations of the tiered service variants in
Section 2.

3.3. QUERY ADAPTER

There are many platform-dependent SQL schemas in different database servers.
Therefore, it is necessary to provide appropriate SQLS to heterogeneous DBs.
The query adapter (QA) component resolves this problem. There are two
solutions for implementing a QA: deferred query materialization and query
rewriting. Deferred query materialization provides an abstract layer for query
languages. Instead of directly using SQL queries, the application logic uses
QA APIs that are independent of the back-end database implementations to
construct the query logic and then translate it into real platform-dependent
database queries. Consequently, the application logic need not be aware of
the actual database that it interacts with, and the programmers can be more
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focused on the business logic itself. Examples of this kind include Sun’s
Java Data Object (JDO) specifications [18] and the sqlrelay project [25]. The
drawback of this method is that existing applications have to be rewritten to
adopt the tiered services.

Alternatively, a query can also be rewritten before being directed to the
tiered service to resolve the syntactical differences; thus the overhead of
modifying existing applications is amortized.

In addition to the syntactical differences, QAs are also responsible for
resolving the semantic variations between the tiered back-end servers. One
way to resolve the variations is to provide uniform interfaces using extensible
data management (XDM) as proposed in [8]. Such mechanisms can be incor-
porated into our modules to resolve semantic inconsistencies among the back
ends. This is an application-dependent problem which is more appropriately
addressed in the application domain and is beyond the scope of this paper.

3.4. IMPLEMENTATION ALTERNATIVES

There are two implementation alternatives based on different combinations
of the three components, namely centralized mode and distributed mode. In
the centralized mode, the routing decision is made by a centralized rout-
ing intermediary which has knowledge about the traffic, system load, and
configuration differences between the back ends. All the Web applications
communicate with the routing intermediary to get routing instructions.

In the distributed mode, the routing decision is not made by a central-
ized entity. Each Web application routes queries to the appropriate back ends
based on the local estimation of the load distribution in the back ends. The
Web applications periodically converge their individual routing policies and
revise them if necessary to keep the policies consistent.

3.4.1. Centralized Mode

Figure 3 illustrates the implementation. The Web applications use a special
API to communicate with the routing intermediary. The intermediary is re-
sponsible for server selection, query transmission, and result relay to the Web
applications.

The advantage is that the routing intermediary has a global view of the
traffic to the back-end servers. It can thus ensure that routing decisions are
consistent. However, the intermediary may become a bottleneck when traffic
is heavy. This mode also requires changes to existing applications.

3.4.2. Distributed Mode

Figure 4 illustrates the distributed routing mode. The Web applications make
their own routing decisions locally and periodically communicate with an
arbitrator. The arbitrator merges the global routing and traffic information
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and instructs the Web applications to adjust their routing strategies. This
mode distributes the routing functionality and is thus more scalable than the
centralized mode.

4. Implementation

A prototype of the proposed architecture was implemented based on Tomcat
[17]. It can be easily deployed in other Web systems that support Java servlets.
As depicted in Figure 5, the implementation consists of the invoker servlet
that is responsible for identifying the HTTP clients, a virtual JDBC driver
that intercepts and routes database queries, and a QoS policy coordinator
that maintains the consistency of QoS policies across clustered Web servers.
These modules interact among themselves with little modification to existing
applications. The architecture can thus can be easily applied to production
systems. The functionalities of these modules are described in the following
sections.

4.1. INVOKER SERVLET

The invoker servlet is invoked by the Tomcat servlet container and obtains
the HTTP requests. The QoS identity of the client is enveloped either within
the HTTP request or in a cookie. The invoker servlet parses the HTTP query,
decodes and stores the QoS identity, and passes the request to the appropriate
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servlet to execute the application logic. After the application servlet finishes
the processing, the invoker servlet proceeds to do some post-processing tasks
including updating the processing and database access time of this HTTP
request and sending this information to the QoS policy coordinator to keep
the QoS policy consistent.

4,2. VIRTUAL JDBC DRIVER

The virtual JDBC driver is invoked when the application servlet initiates
database access, usually by calling the function connect(). Upon calling con-
nect(), the virtual driver determines which database server the application
should interact with. We have implemented the following routing policies in
the test-bed.

— Data affinity

If the application needs to access database tables that do not reside in the
secondary database server, the application uses the primary one. This policy
applies to situations where data are not fully replicated between primary and
secondary database servers. The virtual driver is configured to understand the
data residency in the servers.

— Data consistency

If the application is known to include data insert, update, or deletion opera-
tions, the virtual driver selects the primary server as its data source to keep
the primary server updated. The virtual driver can also be programmed to
schedule such queries to update the secondary database upon completion of
the application.

— Query complexity

If the application contains queries that are not well handled in one database
server such that the processing of these queries would incur significant la-
tency as compared to the other server, this application will use the primary
server. Examples of these operations include join and recursive select. Detec-
tion of this situation does not require analyzing the application code. It can
be identified by comparing the previous database access time from the two
database servers.

— QoS policy

In the QoS-based policy, the database selection is a function of the traffic
composition and the priority of the request as described later in this section.

— Database load
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In the load balancing policy, if the primary database server is projected to
be highly loaded, the following requests use the secondary one. The load is
detected using the following scheme.

A common way to detect server load is use response time variation. How-
ever, because the access time of a single database query can vary significantly,
it is not a reliable indicator of server load. The load detection techniques used
in our experiments are based on the variation of the ratio of the total database
access time per URL and the associated HTTP request processing time. The
database access time is determined by the size of the result set, the query
complexity, and the degree of query concurrency, which is highly volatile.
However, the corresponding servlet needs to process the result set and con-
struct the query command, the complexity of which is approximately linear
with that in accessing the database server. Thus, when the data set does not
vary significantly, the ratio can signify which server is overloaded; a higher
ratio that results from long database access times means that the database
is more loaded; conversely, a lower ratio means that the Web server is less
loaded.

More specifically, the database server selection algorithm for those URLs
that have no data update operations is as follows. If the previous accesses
reveal that a URL is database intensive (characterized by the total database
access time), then upon completion, the ratio of its total database access time
and the HTTP processing time is evaluated and compared to the previous
values. If their difference is beyond a certain threshold, the switch is then
instructed to route some traffic to the secondary database server. Otherwise,
current traffic load is considered acceptable for the primary database’s ca-
pacity, and the current traffic rate and the ratio value are recorded for future
reference.

The load detection algorithm determines the maximum number of simul-
taneous requests Max that use the primary database server. It is formally
described as the following:

1)

where positive real numbers a and b are tuning parameters and a+b=1. A
higher value of a leads to a more gradual decrease in the traffic to the primary
server, while a lower value is more effective in preventing the primary server
from being overloaded. Their values were both set at 0.5 in the experimental
evaluation. The rationale is that the primary server is more powerful than the
secondary one. The performance the primary server delivers under increased
load is still comparable with that from the secondary server for some URLS.
Note that the traffic rate is not the sole factor that determines the load at
the back-end servers. Other issues, such as the traffic composition and the
server’s implementation, also play an important role. Incorporation of these

Max— | @*Max +bxRate r > (1+4)+7
ax = )
Max+ 1, otherwise
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factors, however, leaves the routing algorithm complicated and reliant on the
system configuration, thus resulting in administrative overhead.

Max is the previous value of the maximum number of simultaneous re-
quests.

Rate is the current traffic rate to the primary server.

r is the ratio of the database access time and the HTTP processing time of
the monitored query, and ¥ is its average value.

A is the variation threshold that controls how much variation of r is con-
sidered normal. Variation beyond that is regarded as occurrence of overload.

The ideas behind Equation 1 share certain similarities with those behind
calculation of round trip times in the TCP protocol [14]. The current maxi-
mum degree of simultaneous connections is determined by its historical val-
ues and current traffic rate. The tuning parameters a and b determine how
much each component affects the value of Max; larger a and smaller b make
Max less subject to traffic variations and vice versa. If the ratio r is within the
variation scope, the primary server is considered to be underutilized such that
additional traffic can be handled without penalty. Once r is beyond its varia-
tion scope, the current traffic rate and the historical value of Max approximate
the capacity of the primary server.

The advantage of this scheme is that it requires little modification to cur-
rent applications and is adaptable for various servlet applications.

The algorithm is formulated in Algorithm 1. The function DB_sdlect is
invoked when the servlet establishes a connection to access the database. It
returns a database connection. Function Postprocessing is invoked when the
servlet finishes. It collects all the runtime statistics and recomputes the global
variables that are used to select the database connections. The complexity of
the algorithm is linear with the number of URL’s that are tracked, and most
of the operations are string matching. The routing overhead is relatively low.

4.3. QoS PoLicy COORDINATOR

The QoS policy coordinator is a long-running process. It receives the traffic
composition and database selection information from all the Web servers and
checks if the collective effect of database scheduling is consistent. If neces-
sary, the QoS policy coordinator notifies Web servers to change their local
decision function parameters.

We use two factors to route the database queries: request priority and the
traffic composition from all classes. The algorithm description is the follow-
ing.

For a request r that belongs to class i, the boolean variable S represents
whether r can access the primary database server.
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Algorithm 1 Load Balancing Algorithm
FACILITIES:
boolean contain_update(url): boolean function that tells whether the given url
contains insert/deletel/update queries.
long db_processing_time(url, db): function that returns the processing time
(ms) of the given url at the database db.
float ratio(url): function that return the URL’s ratio of database access time to
the HTTP processing time.
R: current traffic rate to the primary server.
delta: threshold of ratio variation.
Max: maximum concurrent connections to the primary server.
Conn DB_select(url)
{
if (contain_update(url))
return primary; /* update queries are routed to the primary server */
if (R>Max)
return secondary; /* if the traffic to the primary server is high, the secondary
starts to function */
if (db_processing_time (url, primary) > db_processing_time (url, secondary))
return secondary; /* the url is served by the server that can best handle the
queries */
}
Postprocessing(url)
{
compute and store the average database access time of the URL at the selected
database db.
compute the ratio of the database access time to the HTTP processing time,
denoted as r.
if the URL is served by the secondary database, then exit.
if (r > ratio(url)*(1+delta))
Max = a*Max+b*R;

else
Max ++;
}
. Ai * W« Max _
$=10 5w > 9) @
where

1() is the boolean function.
A; is the number of requests which have arrived since time point t that
belong to class i.
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W is the priority weight.

Max is the maximum number of simultaneous requests that the primary
database can accept.

C; is the number of requests in class i that have used the primary server
since t.

It is inferred from the equation that in a clustered Web server environ-
ment where each server makes database selections based on its own traffic
conditions, the request routing as a whole across all of the Web servers may
be incorrect. Therefore it is necessary to set up an agent that mediates the
distributed selection algorithms to approximate the ideal value.

The usage of the primary database at Web server p, denoted as NP, during
time frame T is:

B AP+ WP 5« MaxP

NP — 3
TiATEWS ©

where AP and MaxP are the local observed value at Web server p. WP is
the local priority weight value used by this server.

The ideal collective usage of the primary database server, denoted as N'dea/
from all the Web servers is:

ideal  YpAN #Wx Y o MaxP
S i(ZpA] W)

In most cases, W; =W cannot ensure N'% =5 /NP. Thus it is necessary
to adjust the local priority weight vector WP to approximate the ideal case.

(4)

5. Experimental Setup

Figure 6 illustrates the system that was used to generate experimental re-
sults. The two database servers have different hardware capacity and database
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table configurations. The purpose is to investigate how to maximize perfor-
mance on the heterogeneous systems. The primary server is a high-end one
but its database tables are not indexed. It thus incurs longer latencies for
search-intensive queries, i.e. URL 2, 4, and 5 in Table I. The secondary server
has lower hardware capacity but uses indexed database tables. As a result,
the secondary server performs well on search-intensive queries. We use this
configuration distinction to simulate the following situations: (i) back ends
have different levels of overheads, and the low-end stores data with lower
overhead to trade off between performance and quality. (ii) heterogeneous
back-end systems with different processing optimization, e.g. some are opti-
mized for search and the others are optimized for update. The experimental
results demonstrate that our routing algorithm can identify and exploit this
optimization distinction. The benchmark suite used is the Java-based TPC-W
[5].

TPC-W [9] models transactions of an online bookstore. It stresses a Web
server and database server system with representative e-commerce work-
loads. The benchmark client generates multiple concurrent sessions with re-
mote browser emulators (RBE) for both dynamic and static contents. The
dynamic contents are generated by referencing and updating a database with
many tables with different sizes and attributes that contain inventory, purchas-
ing, and shipping information.

The RBEs can be configured by setting parameters to generate differ-
ent workloads. These parameters include thinking time, warm-up, and cool-
down time. We ran stress tests with no thinking time, i.e. no pause between
consecutive requests that are from the same RBE.

Table 1 lists the servlets’ execution time complexity as a function of the
database table size (n). These servlets are database driven and frequently ref-
erenced. Servlet TPCW _best_sellers_servlet contains a complex query that
involves join operations over several database tables and query criteria. There-
fore it takes significant processing time in the PostgreSQL database [22]. The
database complexity is not programmed into our prototype. Instead, our back-
end server selection algorithm is based on monitoring the database access
time variations. This approach is more independent of system and applica-
tion configuration and thus helps to reduce administrative overhead. Table Il
lists the server configurations in this test bed. Table Il presents the database
reference patterns and the traffic composition in the single database server
configuration. In each test, the database server serves queries from 30 RBEs.
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Table 1. Servlet execution time complexity as a function of
database table size (n)

| URL | Servlet | execution time |
| 1 | TPCW_best sellers_serviet | o(n3) |
| 2 |  TPCW_execute_search | o(n?) |
| 3 | TPCW_home_interaction | o(n) |
| 4 | TPCW_new_products_servlet | o(n?) |
| 5 | TPCW._product_detail_servlet | o(n?) |
| 6 | TPCW_search_request_servlet | o(n) |
Table 1. Server configuration

| Server | CPU | Memory |
| Web server | PII733MHZ | 256M |

| Primary database server | PIV18GHZ | 512M |

| Secondary database server | PIII 500MHZ | 128M |

Table I1l. DB server access characteristics.

| | DB Access time (sec) | |

| URL | Primary | Secondary | Traffic Proportion |

| 1 | 2624 | 4933 | 11% |
| 2 | 316 | 28 | 11% |
| 3 | 18 | 132 | 30% |
| 4 | 231 | 24 | 11% |
| 5 | 163 | 175 | 21% |
| 6 | 144 | 154 | 12% |
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6. Experimental Results

6.1. WORKLOAD DESCRIPTION

We benchmarked the test bed under different workloads. The number of RBES
ranged from 20 to 60. Two static traffic partition settings were used along
with the load balancing routing to compare the performance and fairness.
Under static partitioning, traffic is statically routed in fixed proportions to the
back ends. We have tested different static settings and selected the results
that represent two different service strategies: under- and over-utilization of
the primary DB. Traffic ratio 2:1 (66% of the traffic to the primary server,
underutilization) allocates less traffic to the primary server. Thus the primary
server can deliver better service for these requests. But the secondary DB is
overwhelmed by the traffic with increasing intensity and thus delivers poor
service. This scenario may be used to provide differentiated service based on
server affinity. Traffic ratio 5:1 (83% to the primary server, over-utilization)
represents the intention to deliver uniform service to all the requests by drag-
ging down the primary server’s performance and improving the service from
the secondary one. The performance of the single database server architecture
is also measured and compared against the different clustering schemes

6.2. RESULTS

We compare different routing schemes and strategies in light of performance
(latency and throughput), skewness, and the ability to exploit heterogeneous
optimizations in the back ends. Throughput is the number of completed HTTP
requests per second. Latency is the average accrued database access time.
Skewness is to evaluate the service’s fairness. It is quantified by using the
ratio of the latency difference from the two back ends. During each test, these
performance metrics were collected under various workloads.

— Latency

Figure 7 plots the latency with respect to various workloads under different
routing policies. The curves represent the average latency obtained by us-
ing such routing policies as load balancing, static over- and under-utilization
routing, and the single database server (the primary server). It is observed that
the load balancing routing policy can achieve better performance with lower
latency than the static routing policies and single database server. In Figure
7, it is observed that when the workload is light, the over-utilization policy
achieves lower latency than the under-utilization policy because the primary
database server is not highly loaded and performs better than the secondary
server. When the workload increases, the load at the primary server increases
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at a faster pace than the secondary one and eventually overcomes their ca-
pacity difference. As a result, the primary server’s performance deteriorates
more sharply under the over-utilization routing policy. The load balancing
routing policy takes into account the performance difference between the
two database servers. It is able to detect the performance differences under
varying workloads and use the appropriate server to serve the queries. Hence
it utilizes the system more efficiently. As a result, the latency is smoother and
lower than the static policies.

9

~

Time (seconds)
>

2

Load Balancing —+—
Underutilization —--x---
Overutilization ------
Single server &

15 20 25 30 35 40 45 50 55 60
Number of clients

Figure7. Latency. Traffic ratios between primary and secondary servers are 2:1 (underutiliza-
tion) and 5:1 (over-utilization).

— Throughput

Figure 8 presents the throughput results. The system is highly loaded with
heavy weight database queries so the throughput is relatively low. The through-
put is determined by the traffic intensity and the service rate. When the work-
load is low, throughput is mostly determined by the traffic rate because the
servers have enough capacity to accommodate the workload. When the work-
load increases, the throughput grows at a slower pace. At this stage, the
throughput is determined mostly by the processing time because the servers
are saturated with the traffic. Static routing policies deliver lower throughput
because they cannot accurately determine how much traffic should go to each
server under different workloads.

— Skewness

Skewness is defined as follows.
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Figure 8. Throughput

Definition Skewness: The skewness between the response time from back

o _[ra—rs| .
ends Aand B is m where ra and rg are the response time from A and

B respectively.

Skewness is used to evaluate the fairness of the routing schemes. Higher
skewness means that services from different back ends diverge significantly.
Figure 9 plots the skewness of different routing schemes. As discussed earlier,
over-utilization of the primary server offers more balanced service while the
under-utilization scheme is more biased toward the primary server. Under low
workloads, load balancing exhibits more fairness than static routings. When
the workload increases, the skewness in all three settings approaches zero.
That is because both the primary and secondary servers are overloaded, and
the performance gap between the two servers narrows.

— Ability to exploit heterogeneous optimizations

Our system can exploit heterogeneous optimizations. Figures 10 and 11
show the breakdown of database access time and number of accesses when 60
RBEs are used. Since the routing intermediary can recognize the best server
for each URL, it always tries to route the queries to the appropriate servers
with lower latency. This is demonstrated by the observation that, in each URL,
the worse performing server is assigned fewer requests and vice versa.

6.3. CLASS-BASED SERVICE DIFFERENTIATION

In this test, the RBE clients were assigned priorities that were enveloped in the
HTTP requests. There were 3 priority levels: 0, 1, and 2. Level 0 is the highest.
Figures 12 and 13 plot the cumulated number of accesses to each database
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Figure 10. Database access times

server. It is observed from the figures that the higher priority classes have
more chances to access the primary server; they thus receive better service.

Figure 14 plots the latency of each QoS class under various workloads.
Classes with higher priority consistently receive better performance. Figure
15 plots the latency of the highest QoS class under various traffic ratios. The
latency of the QoS 0 class increases with respect to the load.

7. Related Work

Load balancing in computationally intensive distributed applications is pre-
sented in [12]. A distributed industrial web clustering architecture is pre-
sented in [16], which provides distributed transactional service. It uses tiered
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Figure 12. Primary database server

Servlet engines to provide fail-over when the primary server is not reach-
able. Algorithms for managing workloads to back-end systems in clustered
environments are discussed in [3]. This work does not discuss improving
performance with different qualities of data in back ends.

There has been considerable work in the area of load balancing to front-
end Web servers [6, 7, 15]. Many front-end load balancers will route requests
at layer 4 of the OSI protocol stack which means that the load balancer is
not aware of the contents of the request [11, 13]. Layer 7 routing in which
the load balancer is aware of the contents of the request has also been stud-
ied [21, 4]. While content-aware routing increases the functionality of the
load balancer, it also adds significantly to the overhead resulting in the load
balancer becoming a bottleneck at lower throughput levels [23, 24].
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Figure 14. Latency of each class. The ratios of the number of requests corresponding to QoS
classes 0, 1, and 2 respectively are: 1:2:4.

A Web server architecture that features a collaborative caching system is
proposed in [2]. In this architecture, the traditional file system is replaced by
a distributed database system.

Overload control through content adaptation was proposed in [1]. It mainly
works on the front-end Web servers with degraded versions of static content.
Our work targets dynamic Web applications that use back-end systems.
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Figure 15. Latency for QoS 0 under various traffic ratios

8. Conclusion

In this paper, we proposed a tiered back-end architecture for serving dynamic
Web data. Our architecture supports heterogeneous back ends with different
qualities of data. The routing intermediary that resides between the front and
back ends intelligently forwards requests to appropriate back ends based on
certain policies. We described how we implemented our system. Performance
results demonstrate significant improvement over traditional architectures in
both response time and throughput.

One area of future work is to implement specific mechanisms to evaluate
trade-offs between satisfaction and latency. It is largely a psychological prob-
lem with significant application dependencies. Satisfaction can be fulfilled
with either better content or shorter latency. For a specific application, it is
necessary to quantify what the best combination of these two factors is and
implement such quantification in the routing policies.
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